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Practicalities

Duration: 50 min presentation, 10 min Q&A

Questions are encouraged!

=  Please type questions on the top of the right sidebar

= All questions are anonymous

= Try to keep them relevant to the topic
= We will answer them toward the end —

= The chat on the bottom of the right sidebar is not

anonymous, and it should not be used for questions.

= Go to DevZone if you have more questions

= A recording of the webinar will be available D e V Z 0 n e

together with the presentation at
webinars.nordicsemi.com/on-demand



http://webinars.nordicsemi.com/on-demand
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Agenda

= Intro to the NRF Connect SDK

= Development tools updates (including demo)
= PMIC updates (including demo)

= Security updates

= Bluetooth updates

= Wi-Fi updates

= Matter and Thread updates

= Amazon Sidewalk updates (including demo)
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Excite and Support Developers

Webinars

Technology intros

and trainings

nordicsemi.com/webinar:

Dev/Zone

DevZone

Tech support center

& online community

devzone.nordicsemi.com

GitHub

121 Repos, C/C++

Python, Javascript

github.com/nordicsemiconductor

DevAcademy

DevAcademy

Interactive Online

Learning Platform

academy.nordicsemi.com



https://academy.nordicsemi.com/
https://nordicsemi.com/webinars
https://github.com/nordicsemiconductor
https://devzone.nordicsemi.com/

NRF Connect SDK intro



NRF Connect [
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nRF Connect
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nRF Connect SDK

Samples and Applications

Middleware

RTOS

Libraries

Hardware drivers

nRF Connect for Desktop

Toolchain Manager

Bluetooth Low Energy

Programmer

Cellular Monitor

Power Profiler

nRF Connect for VS Code

Device Tree Visual Editor

nRF Terminal

nRF Debug

Memery Report

Comm ne (CLI)
and GUI interfaces

Create new board wizard

Mobile Applications

nRF Connect for Mobile

nRF Mesh

nRF Toolbox

Nordic Thingy

nRF Cloud Gateway
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NREF Connect SDK

nRF ’ nRF

= One code base and toolchain for y
NRF91, nRF70, nRF53, nRF52 and

SERIES

NRF21 Series e
Optional for nRF52 Series ( >= v1.3.0) LTE &i&‘%
= Includes ANT, Bluetooth Low
Energy, Wi-Fi, LTE-M, NB-IoT, €3 Bluetooth’
GNSS, Bluetooth mesh, Thread,
Zigbee, Matter, ESB, Gazell, NFC @ zigbee

= Bluetooth v5.3 qualified Host and
Controller stack since v2.0.0

SERIES

NRF SERES  nRF

@ NB-IoT
ANT

THREAD

RF

-—
SERIES ‘

f

Q@ GNSS

SEaarts
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NRF Connect for VS Code (IDE) @

Devicetree Visual Editor

Now part of Released extension

= Previously only on pre-release

= Experimental feature

= Visual representation of device
tree for easy editing

= Abstracts from the data structure

= Accelerates hardware

configuration

= Can be used alongside text editor

10
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Cellular Monitor

. . g RPI1E0DK A DASHBOARD  FEEDBACK ABOU -
= Evaluate network communication
© s 4 LTE Notwark = Device a sm
Refreoh doshbosrd ACTIVITY STATUS 5 MODEM FIRMWARE MW_r1S160.1 34 s 04000871 3651061
Open Serial Terminel | & act M HARDWARE VERSION P60 SICA BTA oo 89310082005£230020F
| | n a Z e O e r a Ce S L e B Ju— o | voocwum  ioscnranasomsamwmonus | e
. . G sm RSha Ty PRLTERRED BARER o Preference
= Easily check valid network = E s|l== ==
R e
& PON LOCAL TIME ZONE TRACE STATE OPERATION
parameters e e ,
s e © Faner Saig o
‘Serial port irace capture. PLMN MODE o v Connectivity Statistics.
" " " PPHYSICAL CELL ID ELE REQUESTED PERIOOIC TAL 00000110 'COLLECTING DATA Yes.
u W I re S h a r k | n te rat | O n Fey— COMERAGE ENHANCEMDNT LEVEL o | PROVIOED ACTVE TAER 00011118 | suocesseuL s X o
o NW PROVIOED EDRX AVERAGE PACKET SIZE 08

= Serial Terminal integration e R

mce. 3T mwwa | 764K

ADVANCED OFTIONS ~

= Built-in precompiled samples

= Future replacement of LTE Link

Monitor and Trace Collector
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NPM1300 Overview

= What: Highly efficient and ultra- LOADSW1

X

>
05

compact PMIC for rechargeable

HH

applications up to 1000OMAN

VBUSOUT

= Why: Saves components by
incorporating important system

management functions
. Ultra low-power, precision fuel gauge -t ——

%

X
— 800 mA
Li-ion, Li-poly and B4 vouT2

. Hard reset

|
I CHARGER SW2
|
|

= Watchdog

LiFePO4

. Boot monitor

BATTERY PACK 1

= Power fail interrupt

= Packaging
»  5x5QFN
»  31x24mm WLCSP

13




PMIC Updates

= Added experimental support for:

= nPMI1300 and nPM1300-EK = Unrequlcted 23 - 5.5V
e B
= Charger, BUCKs, LDOs, Load Switches S“ 200 ma :waivt
and GPIOs N - [y o —— s
' W/(;:?;?ve\rode 10-33VLDO
= Sample showing fuel gauge = and Theml 200 ma Load Swich o
functionality: calculates battery state Come Eomie 1033V

Battery Pack
Hard Reset

of charge, time to empty, time to full

Power and

O
and provides updates of these over o Digm DA
. Logic T Interface ScL
the terminal once every second

3 LED Drivers
5 GPIOs

= Sample providing a shell interface
that supports PMIC features: BUCKS,
LDOs, Load Switches and GPIOs



https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/samples/pmic/native/npm1300_fuel_gauge/README.html
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/samples/pmic/native/npm1300_fuel_gauge/README.html
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/zephyr/samples/shields/npm1300_ek/doc/index.html

Security updates
NRF Connect SDK v2.4.0
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Security updates

= Added support for Oberon PSA
core library

= Provides an optimized
implementation of the PSA Crypto
API that reduces the required flash
footprint vs the mbed TLS PSA
Crypto implementation

= |Improves configuration scheme

PSA Certified Crypto API

C epleten

PSA Crypto API

*

Crypto Driver APls

HW Crypto
Accelerator

Computation
of crypto
operation



https://www.psacertified.org/products/oberon-psa-crypto/

NRF Connect SDK v2.4.0
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Bluetooth LE updates

= Added support for
= Bluetooth LE: Periodic Advertisement with Responses (PAWR)

»  Advertiser and scanner role (advertiser role was introduced as experimental in nRF Connect SDK v2.3.0)

» Enables bidirectional exchange of application data using connectionless communication

= Added experimental support for
= Bluetooth LE: Encrypted Advertising Data (EAD)

» Standardized way of encrypting data in advertising and sharing key material required for data encryption

» Encrypted advertising sample available

See the Bluetooth 5.4 DevZone blog to learn more about these features



https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/zephyr/samples/bluetooth/encrypted_advertising/README.html
https://devzone.nordicsemi.com/nordic/nordic-blog/b/blog/posts/whats-new-in-bluetooth-v5-4-an-overview

Encrypted Advertising Data (EAD)

Advertising payload

Encrypted data Unencrypted data
Type 0x3l

= Mechanism to encrypt advertising data using any advertising transport

= Allows encrypting the entire advertising payload or just a sub-set
= Adds a new AD type (Ox31) that encapsulates encrypted data
= Adds GATT characteristic Encrypted Data Key Material

= Must be read over an encrypted and authenticated link
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Bluetooth mesh updates

= Added experimental support for Bluetooth mesh 1.1 features

Remote provisioning

»  Allows provisioning devices without being in direct RF range of the provisioner.

= Device Firmware Update (DFU) and BLOB Transfer models

» Allows updating the firmware of mesh nodes through the Bluetooth mesh network.

= Private beacons

> Improves privacy of secure network beacons.
= Enhanced Provisioning Authentication algorithm
» Improves security of the provisioning process.

= Mesh Enhancements

» Includes several mesh specification enhancements



© Nordic Semiconductor

Remote provisioning - PB-Remote

I
|
|
\/ I
|
Mesh v1.0 71N 71N | 71N 1N
D >: Out of range
|

- ASATAA

Nodes supporting
remote provisioning server D

)

Y -

—| RF range

22
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Bluetooth mesnh DFU scenarios

Distributor /

Target Node Target Node Target Node
D GATT / OOB & ADV & ADV &
N 1N 1N
Initiator
ADV
AR
..I_LI
Initiator /

Distributor

23



Bluetooth mesh DFU profile

Initiator

Distributor

Mobile app

Target node
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Bluetooth Networked Lighting Control (NLC)

= Bluetooth profiles for networked connected lighting

= Address application-level interoperability, sets requirements for applications
= Bluetooth mesh topology and specified use of Mesh Models required

= Learn from the Bluetooth SIG NLC page

= We are adding new samples and improving existing ones to align with NLC

= New supported sample Mesh light dimmer and scene selector

= Improved mesh light fixture and mesh sensor samples



https://www.bluetooth.com/learn-about-bluetooth/use-cases/lighting-control/
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/samples/bluetooth/mesh/light_dimmer/README.html
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/samples/bluetooth/mesh/light_ctrl/README.html
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/samples/bluetooth/mesh/sensor_server/README.html

Wi-Fi Updates

NRF Connect SDK v2.4.0




Wi-Fi updates

= Added support for
= Wi-Fi station (STA) mode on the nRF5340 host platform

» Bluetooth LE coexistence with Wi-Fi

» Added as experimental together with dedicated sample on nRF Connect SDK v2.3.0

= Memfault sample support, using Wi-Fi for uploading data to the Memfault cloud

> This sample was previously under nRF9160 samples, and it has now moved to a new debug samples category

» It supports cellular (nRF9160 DK, Thingy:91) or Wi-Fi (nRF7002 DK), depending on the selected target board

» “Building more reliable products with Memfault” webinar -> Watch on-demand to learn more



https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/app_dev/wifi_coex/index.html#nrf700x-wi-fi-coexistence
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/samples/wifi/sr_coex/README.html
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/samples/debug/memfault/README.html
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/samples/nrf9160.html
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/samples/debug.html
https://www.nordicsemi.com/Events/2022/Webinar-Building-more-reliable-Bluetooth-LE-products-with-Memfault
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Co-existence with short-range 2.4 GHz radios

= Mitigate interference between Wi-Fi and Short
Range (SR) radios
demeeaneeannanns = Bluetooth LE, ZigBee, Thread and proprietary

: Host system

STATUS /PRI §  with SR ! . _
{ 2-4;3_Hz : = Highly-configurable COEX Hardware
H radio '
: =  Shared / Separate antenna mode
ANT 5 GHz Suitch | OBuetoth
ANT 2.4 GHz Ctrl (opt) i fHREAD | = Flexible output signals
@ zigbee :
g SW CTRL . « 3 or 4-wire COEX interface configurations
5 ANT 2.4 GHz
U =  Generic Packet Traffic Arbiter (PTA) design
il | ANT 5 GHz
Wi-Fi J_ = REQUEST, STATUS/PRIORITY, GRANT signaling
=] ANT 2.4 GHz
SLANTZAGHZ
Design with

separate antennas





https://share.hsforms.com/1z9SNNK5tTyqwo_CHJLaMGw1618t?__hstc=8439722.75886f1788e1cebf753de2e0e4d1bea5.1616744551609.1663230213029.1663247535217.1460&__hssc=8439722.2.1663247535217&__hsfp=700415002
https://webinars.nordicsemi.com/introduction-to-low-power-wi-fi-4

Matter and Thread Updates
NRF Connect SDK v2.4.0




Matter updates

= Added support for Matter 1.1 specification (see CSA blog post)

= Enhances support for Intermittently Connected Devices (ICDs) aka "sleepy devices”

» These are typically battery-powered devices like sensors, door locks, switches and more
» Reduced likelihood that a device will be reported as offline when users or platforms interact with it

» Allows developers to better optimize their products and create better user experiences

= Improvements for device makers and developers to get started with Matter, and to
more easily certify their products

= Matter over Wi-Fi solution has been moved out of experimental and is now
supported


https://csa-iot.org/newsroom/matter-1-1-release-enhancements-for-developers-and-devices/

© Nordic Semiconductor

Nordic Semiconductor supports KNX [oT
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= As of today, developers will be able to evaluate KNX |oT technology and

build prototypes of KNX 0T products using Nordic's multi-award-winning
System-on-Chips (SoCs) and existing nRF Connect SDK
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What is KNX?

KNX is an open standard (see EN 50090, ISO/IEC 14543) for commercial and
residential building automation
Popular especially for HVAC (Heating, ventilation, and air conditioning) control in

commercial buildings but can also manage lighting, blinds, shutters, security
systems, energy management, audio video, white goods, displays, remote control, etc.

The most common form of installation is over twisted pair medium (in a tree, line
or star topology). Other physical communication media are powerline (low adoption),
RF (FSK in 868.3 MHz band), or IP links (KNXnet/IP port 3671 has integration
solutions for IP-enabled media like Ethernet or Wi-Fi)

N~
KNX
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What is KNX |oT?

KNX loT (KNX IoT Point API) is a new addition to the
suite of KNX physical transmission media. The
transmission medium is IPv6 (the later Internet protocol
standard) thus future-proofing KNX as it can be used on
IT equipment and all common IP physical transports

KNX loT is backed by an open-source software stack,
sponsored by the KNX Association and available at
https:/www.production.knx.org/knx-en/for-

manufacturers/get-started/knx-iot-stack/

KNX loT was developed in such a way that it can work
with Thread and the new open-source software stack is
based on this low-power, IPv6-based wireless standard

KNX

®


https://www.production.knx.org/knx-en/for-manufacturers/get-started/knx-iot-stack/
https://www.production.knx.org/knx-en/for-manufacturers/get-started/knx-iot-stack/

© Nordic Semiconductor

KNX loT over Thread - low-power revolution

= KNX RF is limited to Europe, does NOT support IP and does NOT support mesh

= KNXnet/IP is NOT low-power. It is rather meant as a baseline to build a network
backbone, not as a transport for sensors/actuators

= KNX loT over Thread is a global solution (2.4 GHz ISM band) which enables low-
power, IPv6-based mesh networking (KNX loT battery-operated sensors can last
for years vs. months in case of KNXnet/IP)

= KNX loT has great potential in office retrofitting

The cost of adding a sensor using KNX [oT compared to twister pair-based KNX can be 10x lower



Nordic’'s KNX loT solution

= Thread protocol is application layer
agnostic and can support many IP-

User application enabled application protocols
—. = Nordic has used its expertise and
nK WEAVE\ s matter| KnNX ‘ ! u | I><|O I
Homekit loT many years of experience in Thread

technology to enable yet another
O P E N T HR E A D application layer running on Thread

released by Google

= KNX loT open-source stack has been
nRF |IEEE 802.15.4 radio driver integrated with nRF Connect SDK

= The project is available on GitHub

nRF5 SoC

=  Experimental support, meant for evaluation
and development, not production-ready

= Requires nRF Connect SDK v2.3.0


https://github.com/NordicPlayground/nrf-knx-iot

Amazon Sidewalk
NRF Connect SDK v2.4.0
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What iIs Amazon Sidewalk?

AWS
= Amazon Sidewalk is a community network

that uses Amazon Sidewalk Bridges, such

as Amazon Echo and Ring devices, to
provide cloud connectivity to loT devices

= |t is operated by Amazon at no charge to

Echo Show/
Echo

Ring Flood/
Spotlight Cameras

Bridge PRO

customers

= Key benefits:

Streamlining access to the cloud

Asset tracking and finding lost items

3rd party
Bluetooth LE devices

Providing connectivity

Sidewalk is currently only available in the US
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Amazon Sidewalk variants

= Sidewalk over Bluetooth LE - shorter range variant targets applications within the
home. Provides the highest throughput (1 Mbps)
= Sidewalk over sub-GHz - long range variant designed to provide "all neighborhood”

coverage, but without incurring the cost of using a cellular network connection
= Sidewalk over FSK - a long range option which provides higher throughput (50 kbps) than
Sidewalk over LoRa, but its range is shorter

= Sidewalk over LoRa - the longest possible range but throughput is the lowest (2 kbps)

Sidewalk gateway

€ BV LE o O AWS Cloud
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Amazon Sidewalk in nRF Connect SDK

= Amazon Sidewalk SDK integration

= Requires nRF Connect SDK v2.3.0

= Qualified Bluetooth 5.3 LE protocol stack Fae

= Semtech’s sub-GHz radio transceiver library [ Sevakvead ] o i
integration = e:: }

= Support for multiprotocol operation of Sk | e — | A e ]
Bluetooth and Semtech’s sub-GHz radio [ e |

= Distributed as an nRF Connect SDK add-on ( e ’[—“J S
available at
https:/aithub.com/nrfconnect/sdk-sidewalk [ \ s 1 £0m H S— st o %

SPI
L
Hardware
Semtech
900 MHz Radio
J



https://github.com/nrfconnect/sdk-sidewalk
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Sidewalk samples and applications
Template Bluetooth LE and Template sub-GHz

= Those samples provide templates for Sidewalk End Node applications

= The purpose of the templates is to create a secure communication channel between
the end device and the AWS |loT Core for Amazon Sidewalk

nRF52840-DK Sidewalk AWS loT Core for
(+SX1262MB2CAS) gateway Amazon Sidewalk
L ityiye
L <a»
Bluetooth LE or Sub-GHz o \
] P
O—0

Secure end-to-end communication channel
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Sidewalk samples and applications
Sensor monitoring

= This sample demonstrates sensors monitoring (temperature)
and actuators control (LEDs, buttons) over Sidewalk network 6465c9ea-dbeb-4037-a224-
bfcdald2eda8
= An application server (cloud backend with web Ul) o one @ s
On Off Off Off

© @ @ @
LED1 LED2 LED3 LEDA4

compatible with this sample is provided by Amazon

nRF52840-DK Sidewalk AWS
(+SX1262MB2CAS) gateway Cloud s

. 4 i
i J Bluetooth LE - R R R RPN Al F A
'o-q:\ «6’\ '\q'Q S fe;;\ \6? ‘;’\@:Qedj fnng: q.é] L:P qéﬂ r{‘h@@@* ﬂ:-!:
T Or Sub'GHZ 93'\ V:\%m‘ombr\'hhbﬁ% ":? & o o Ll‘cﬁ?: o b\
—— €mmmmmana > €mmmmmmaa >

Push button on device
(2 d) Disengaged ) (3 Q) Disengaged )

Secure end-to-end communication channel
4 U Engaged




et on It

#] Sign up for more webinars at webinars.nordicsemi.com
#2 Learn through interactive online courses at academy.nordicsemi.com
#3 Get tech support and join our community at devzone.nordicsemi.com

#4 Find out more about our products and services at nordicsemi.com

NORDIC

SEMICONDUCTOR



Q&A
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