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Practicalities

= Duration: ~ 45 min presentation, 15 min Q&A

= Questions are encouraged!
Please type questions in the top of the right sidebar
All questions are anonymous

We will answer them toward the end

=  The chat is not anonymous and should not be used for
guestions

= |f you have more guestions:

Go to DevZone for Nordic-related questions

Go to https:;//memfault.com/contact/ for help with Memfault
evzZone

=  Recording of the webinar will be available together with

the presentation at webinars.nordicsemi.com/on-demand



https://devzone.nordicsemi.com/
https://memfault.com/contact/
http://webinars.nordicsemi.com/on-demand

© Nordic Semiconductor

Memfault Partnership

=  Enables our customers to ship devices with
confidence.
= Deep insights into deployed devices’ performance

= Complete reliability platform
Monitor
Remote debug

Over-the-air updates

= NRF9160 SIP support added since nRF Connect
SDK v1.6.0

= Now we have nRF52 and nRF53 Series support in
NRF Connect SDK v2.1.0 (the focus of this

webinar)
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Today’s Presentation

An iOS Example App + Library
that connects to a Bluetooth LE
device with Memfault.

nRF Connect SDK now with Memfault for
Bluetooth LE!

What is Memfault?

Memfault
for nRF52 & nRF53

Live Demo



We empower loT device
developers to build more
reliable software

We believe that device reliability engineering gives
developers a more scalable and sustainable
process to transform the way they build and

operate loT and edge devices.




I Memfault: Device Reliability Engineering

DeviceOps

©
i O

Device
Debugging

Performance
Monitoring




Issue Analysis At Scale

Detect problems Automatically label and gain insights
Received Traces Weekly | Daily Top Issues
Issue Devices Traces
60K
45K Assert at timeout_handler_exec 29556 III
Assert at prv_recursive_crash 20404 I I
30K
Hard Fault at prv_crash_example 20672 II
15K
Assert at prv_check1 20852 o |_.-I an
0
5/26 5/28 5/30 6/1 6/3 6/5 8/7 Assert at cli_execute 19712 l I

C © minutes ago

Memfault finds the bugs you care about



I Debug Crashes 100% remotely

€ Memfault @ v Acme, Inc.

Smart Sink Issues

- @

Mem Fault at compute_fft [Stack Overflow in accel-workq] 2

lu  Dashboards

Details Recent traces Comments ) Merged issues 5daysago: B daysago 11717 10.420 .
Device DEMOSERIALNUMBER
Cohort  de )
Software  1.0. ] TR
Hardware DEVBOARD e e e ) o
2 days ago 3
State Logs Download Vv
Threads Exceptions Registers & Locals Globals & Statics Memory Viewer =
~ accel-workq (2) [ sTacK OveRFLOW | RUNNING dft_out = 0x2000a900 <my_stack_area+1344> Q Regions V
» 0 compute_fft - 400
» 1 sleep_algo_compute_sleep_time 2 3 num_samples = 536912536 00210020 95920008 ..
» 2 process_accel_data_worker_task [raw_samples = 0x3128115f 25920008 819d0008 %... ....
» 3z work_q_main in ./ze i @tmp - (1, 222,7, 84) 81940008 81940008 .... ....
81940008 81940008 .... ....
» 4 z_thread_entry [sro = 536912536 (0x2000a298) 81940008 819d00 08 .... ....
» 5 Oxaaaaaaaa 1372324912 (0x51cc0430) 81940008 9d9b 0008 . ... ....
» Thread 3 ['SuspenoeD | 1372324919 (0x51cc0437) 81940008 81940008 .... ....
» idle (4) 536912832 (0x2000a3c0) 419b0008 ed950008 A... ....
i 536912508 (0x2000a27c) 6d 92 00 08 6d 920008 m. m
» logging (5) [ suspenen |
¥ Titiianis(6) = 536914136 (0x2000a8d8) 6d9e 0008 6d9e 0008 m... m
=g 0 (0x00000000) 6d9¢ 0008 6d9e @008 m... m
> rx-workq (7) 6d9¢ 0008 64920008 m... m
536912488 (0x2000a268) 2 -
» shell_uart (8) S ———— 6d9¢ 0008 64920008 m... m
» sysworkq (9) s i 6d 9e 00 08 6d 9e PO 08 m. m
5 BEWOEKE (10) 3 sr9 = long 0 (0x00000000) 6d 9 0008 64920008 m... m
N (i [sr10-= 0 (0x00000000) 6d 920008 64920008 m... m
hs
workquelie BB  gsnt- 0 (0x00000000) 60920008 64920008 m... m
6d9¢ 0008 6d9e @008 m... m

Memfault eliminates the need to

0 (0x00000000)

recreate bugs



| Metrics with 2 Lines of Code

Metrics Traces Attributes Log Files Reboots Timeline

@ You can now browse device metrics in the Timeline.

Device Time Series Metrics

@ battery_perc
@ battery_perc_deita

@ charge_time_ms

® cpu_active.ms

@ flash_bytes_written
@ flash_sector_erases
® i2c_accel.ms

@ 12c_accel_samples_read

Normaize ¥ Axis @D

Normaiize X Axis (Jj

ignore zero valves ()

5] @) 1.0.1 (DEVBOARD-s0.,

Avg Battery Drop / Hr

& Weekly

Fleet Aggregate Metrics !
with Version Comparisons JJ J

® ® Compare

Min Stack Unused Bytes

74 Weekly | Da

C 3 mnwtas age C 3 minutes ag




Proactive Issue Detection

Edit Alert x | Alerts ® Create Alert

* Title
Devices with Poor Signal Devices impacted
Alert Enabled Type Edit
Last three days
Description

Less than 80 dBm is a pretty poor connection with degraded 3 3
RESYE g High CPU Usage on Production

behavior expected. P S : ¢ o ] ) N/A ® Fleet Alert Y24
” Notifies @engineering Notification Group via email, and sends Slack and PagerDuty alerts

* Notification Targets Manage available Notification Targets

Flash Sector Erase Count Too High

@chris X A 21 ® Device Alert 2
Exceeded the warning limit for flash sector erases
Enabled
Heap Free Bytes Under Threshold
[ @) ¥ > : . 17 (@] Device Alert 2
Free heap space is below warning threshold
Condition
Main Task Stack Free Space Under Threshold s
; : : . 22 ® Device Alert 2
Wifi_SignalStrength < -80 Free stack space in the main task is below warning threshold
Scope Battery Rapid Discharge
e y3eh ! 3 ) 22 (@) Device Alert 2
Extremely rapid battery discharge
® and condition
Low Device Battery Alert
2 21 ® Device Alert 2

Devices reporting low battery state of charge



I Memfault - Nordic Solution Partner

Idea Prototype Validation & testing Your product
Design Production

Memfault is included for free In
nRF Connect SDK v1.6+ on any Nordic chipsets



I The i1dea started with Bluetooth




Memfault for

> .| £3 Bluetooth &

Designed to work with Associate Member of Out-of-the-box support
Bluetooth Connected the Bluetooth SIG for nRF52 & nRF53
loT devices

“Integrating Memfault into our Nordic chipsets allowed our team
to access high quality field diagnostics data from our wearable

technology and improve product performance.”

Bill Diken, Director of Embedded Engineering at Whoop




Customers reduce the
number of resets per
device by



I Our Customers
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How does it work?



Life of a coredump

Device experiences an issue The Memfault SDK is invoked
void foo(void) { void Hardfault Handler() ({
void (*a ptr)() = NULL;
a ptr(); memfault fault handler(regs, reason);

} %:% }

Memfault saves useful data to non-volatile storage

Registers

Memory




Life of a coredump (cont’d)

The chunks are sent to the Memfault cloud

The data is broken into chunks

O @
>
Coredump g . . . LTE




I Life of a coredump (cont’d)

Memfault then analyzes,
symbolicates, and deduplicates it

Memfault reassembles the data

> Backtrace

Data —) Variables

>

Coredump Crunching

> Analysis




I Life of a coredump (cont’d)

Memfault visualizes details, provides overviews,
and enables monitoring via alerts

Mem Fault at compute_fft [Stack Overflow in accel-workq] 2

Alerts ® Create Alert

Received Traces Weekly

First Seen ~Last Seen

Details  Recenttraces ~ Comments () Merged issues 3 gauc ago  a day ago 4 4 I Pe‘"':esd
] impacte .
6 Alert Enabled T Edit
60K er Last three nable H !
“ days
Device  DEMOSERIALNUMBE2 Older v
Cohort  default —— 45K
Software  1.0.0-md5+al1c641ba (main) . ] High CPU Usage on Production Fleet
Hardware DEVBOARD Captured Notifies @engineering Notification Group via email, and sends Slack and N/A © Aot 2
a day agoR2 30K PagerDuty alerts
Flash Sector Erase Count Too High " Device ,
15K i <
Exceeded the warning limit for flash sector erases Alert
State  Logs G Download v 9
5 X 0 Heap Free Bytes Under Threshold . Device ,
Threads Exceptions Registers & Locals Globals & Statics ISR 556 508 61 613 /5 617 Free heap space is below warning threshold Alert z
- accel-workg (2) [Stack ovesrLow JaunnG) . ) C 6 minutes ago
Q | Orderby | Memory Location Main Task Stack Free Space Under Threshold ~ Device
» 0 compute_fft n ./src/iftc at ine 10 22 © 2
. Free stack space in the main task is below warning threshold Alert
» 1 sleep_algo_compute_sleep_time |
eswifi_spi_poll_stack = [ @ 0x20000000
» 2 process_accel_data_worker_task -
curr_tick = 106587 @ 0x20000420 Battery Rapid Discharge Device
ﬁ > 3 2work.q mainin —/zspiyrAlbjosfuor g o » my_device = Ry @ 0x20000428 22 ) 2
+ 4 2_thread_entry n...ibjos/thread_entr.c atino 2 Extremely rapid battery discharge Alert
- ’ » my_work_q = €} @ 0x20000434
» 5 Oxaaaaaaaa @ 0x200004¢8 Top Issues )
» Thread 3 [ suseenoeo] .} @ 0x20000ce8 Low Device Battery Alert 2 ) Device 2
> idle (4) @ ex20000cfc Devices reporting low battery state of charge Alert
» logging (5) [suspenoeo] buffered_cnt = o @ 0x20000d1c Issue Devices Traces
» net_mgmt (6) = dropped_cnt = o @ 0x20000d20
» rxworkq (7) ized = 1 (€[0x26606024 Assert at timeout_handler_exec 29556
» shell_uart (8) 3} @ 0x20000d28
» log_strdup_pool @ 0x20000030 .
» sysworkq (9) BLOCKED
v Kq“m EER || oing_thread - oS Assert at prv_recursive_crash 20404 11
»
ocworka @ T o
> workqueue (11) » log_msg_pool = [ @ 0x20000d70 Hard Fault Hard Fault at prv_crash_example 20672
freq = 1000 @ 0x20000e0c
timestamp_div = 022 1 @ oxz0000e10 Assert at prv_check 20852

» _ring_buffer_data_shell_transport_uart_rx_ringbuf =
_ring_buffer_data_shell_transport_uart_tx_ringbuf =

@ 0x20000e54 :
» backend.cb.shell uar_backend - ¢ vavmesc Assert at oli_execute 19712

1-6 of
nisinivie 31> [20/page 6 of 6 records ‘1 10/ page

@ 0x20000e14




Memfault’s Data Path

6 ...and what’s new in nRF Connect SDK v2.1.0

Memfault visualizes details, provides overviews,
.....

Memfault + nRF Connect SDK Memfault Platform
@ &9 Memfault Diagnostic Service (MDS)
N4 Q Nordic nRF Memfault App




Live Demo

Resources to get started on your own:

e (Create Memfault Account for up to 100 Devices Free

e Memfault nBRF Connect SDK Integration Guide

e Sample from nRF Connect SDK v2.1.2 nRF



https://memfault.com/register/nrf
https://docs.memfault.com/docs/mcu/nrf-connect-sdk-guide/#bluetooth
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/2.1.2/nrf/samples/bluetooth/peripheral_mds/README.html

Product Updates



Incremental System Updates via Memfault

[) d faul izations/bor jects/version-m © 0 + ‘dev.memfault.com/organi
© Memfault (CRI Ny rtbod © Memfault
Version Matrix . . ix | Cohorts Version Matrix rix | Cohorts

Dashboards default Lookup v e Dashboards second_example
Fleet A Fleet

Details Details

Devices = Devices
Slug Slug
default second_example
Name Name
default 2

Version Management  Distribution ~ Settings

Device Distribution

put
Software Version #Devices
2.0.0 (and d 62 (78%)
1.1.0 (android-build 16 (20%)
1.0.0 (androld-buil 2(3%)
Current Deployment
Release
google/bullnead/bullhead:1.1.0/OPM7.18
keys
Deployed by

Heiko Behrens

Software Versions @

upport

dmin

second_example 2

Date
an hour ago

Status

Done

Admin

Version Management  Distribution

Current version © Target ©
1.0.0 (android-build) (vt
1.1.0 (android-buid) (pvt)
(android-bui 210
2.1.0 (android-buid) (pvt) 220

sfbort-4-0-webinar/projects/s

Settings

Future version @

g
2
16
62
10
B 72 s

©@h + 8 ece M- <
Heiko Behrens
Bort 4.0 Webinar < Memfault
Version Matrix
Lookup v ‘ ‘ I Dashboards
A Fleet
Seenat
Not available:
Setting
Setting Not available
Not available
Not available
+ Total
2
16
62
15

Support

Admin

Serial Number

ons/bort-4. sion-n © Mt +

I} Heiko Behrens
Bort 4.0 Webinar

Device D2E7ASDOE3080ACE Cohort Lookup v

Nickname

D2E7A5D9E3080ACE 2

Hardware Version

pvt

Past Software Versions

Software Type

android-buld

ndroid-build

Issue

Software Version

2.1.0  © Update available v
@  Future Releases

Version

2.1.0 (android-build)

H 220

Next Release to be deployed

@ Inspect details 2 View Cohort details

Captured Cohort

Source Device ~Software
Type  Serial Version



I Notify Groups and External Systems via Memfault

* Notification Targets Manage available Notification Targets

@allen X @device-qga-slack % X @prod-alerts-pager-duty £4 X

@ga-team (3) Xx

@allen Allen Walker
@device-ga-slack Slack channel #device-gqa %

@prod-alerts-pager-duty Production Alerts Pager Duty &4

SRR R

@ga-team QA Team (3)
@crystal Crystal Landry
@david David Robinson
@device-software-slack Slack channel #device-software

@engineering Engineering (5)



< Memfault

Smart Fridge

L Dashboards

Serial Number
MFLTDVT0001
Hardware Version

dvt

First Seen

Cohort
Production 2
Links

Sink MFLTXX0008

Traces  Attributes 2
Attribute

audio_on_ratio

battery_level_pct_avg
bluetooth_scan_ratio
cpu_resune_count_per_hour
cpu_running_ratio
cpu_suspend_count_per_hour
cpu_wake_count_per_hour
doze_full_ratio

doze_ratio

gps_on_ratio

Support
linked_device_sink

Admin
phone_radio_active_ratio

phone_scanning_ratio

Devices

Device MFLTDVT0001

Mar 8, 2022 7:34 AM

Reboots

battery_health_not_good_ratio

fridg ©

Cohort

Nickname

2

Software Version

C v
Last Seen
10 hours ago

Notes
2

Bug reports in the last 14 days

Bug Reports  Timeline

Value

02

2.903225806451613 2
0.008064516129032258 2

3.870967741935484 2

0.6290322580645161 2
0.7741935483870968 2
L

"MFLTXX000!

® h +

®® Heiko Behrens.

cme, Inc.

I Device Attributes iIn Memfault

20
38

Lookup v elete

Last Update

Thu, March 24, 2022 09:04:00.000 am

Thu, March 24, 2022 09:04:00.000 am

Thu, March 24, 2022 09:04:00.000 am

Thu, March 24, 2022 09:04:00.000 am

Thu, March 24, 2022 09:04:00.000 am

Thu, March 24, 2022 09:04:00.000 am

Thu, March 24, 2022 09:04:00.000 am

Thu, March 24, 2022 09:04:00.000 am

Thu, March 24, 2022 09:04:00.000 am

Thu, March 24, 2022 09:04:00.000 am

Thu, March 24, 2022 09:04:00.000 am

Thu, March 24, 2022 10:07:31.79 am

Thu, March 24, 2022 09:04:00.000 am

Thu, March 24, 2022 09:04:00.000 am

Devices on v1.0.1

0/2 1031 12

C 9 hours ago

Devices reporting low battery

9 hours ago

Count

10

Devices in Internal cohort

;-IIIIIIII--.
1 1023 1028 102 s

C 9 hours ago

-
1




Linked Devices

Batched
Uploads

<---p

Custom
Connectivity

<---p

o
=

Gateway
Device

=

Cloud _6
—_—

—

ece M- 0 domo.mormfaut. comorganizationsfacmo-inclprojectsfsmart-fidgolc. o © 0 + & ece M - > ) domomemfaut com/organizations/acme-inclprojectsfsmart-sinkide. & © b + 8
< Memfault @ Mekgbenrens © Memfault @ MelkgBemens
Smart Fridge rtF t / Devices ‘Smart Sink Devices
Dashboards Device MFLTDVT0007 Conort Lookup ut Dashboard Device MFLTQQ0008 co Lookp v
A Fleet A et
— Serial Number Nkname Serial Number Nekname
e MFLTDVT0007 . MFLTQQ0008
Davice Set Hardware Version Software Version Hardware Version Software Version
dvt cv orot 101 eV
Gonorts First Seen Last Seen MFLTDVTO007 Last Seen
Mar 20, 2022 7:34 AM 7 hours ago Conort: Product 4 7 hours ago
Notes Hardware Version: vt Notes

Last Seen: 7 hours ago

Traces n the last 14 days

. Bug reports Inthe last 14 days s
O Events Debug
Traces  Attributes LogFiles  Rebaots  BugReports  Timeline et
Metrics  Traces  Attributes i LogFiles i Reboots  Timeline 74
© 2022-03-24
© 2022-03-2407:18:28 2022-03-24 09:20:33
M start Session 10 a
2022-93-20 07:18:26.665  2022-03-24 09:22:30.467  2022-03-24 09:20:33.133 start a
2022-03-24 07:18:26.865  2022-03-24 09:23:00.000  2022-03-24 09:29:33.133
27 metrcs L
Battery 3000 flash_bytes_wite. s
Coulomd oo
Charge s
100 -
udio_on.ra. o s
battery_heal. ]
100 -
o -
~ 0.901639 oces
= 0.918033 oz
° oo
Traces
° Traces
Support Recelved Data o
o_signa. ] Received Data (
“ Reboots . o
i Reboots
Battery Plugged
Battery Usage @ 7 metricls) Hiddenin Click for datails s demo memiault.com organzatonssrve-nprcectlsmart 1




I Memfault Diagnostic Service (MDS)

#& » Libraries » Bluetooth libraries and services » Memfault Diagnostic Service (MDS) View page source

Memfault Diagnostic Service (MDS) -.

The Bluetooth® LE GATT Memfault Diagnostic Service is a custom service that forwards diagnostic
data collected by firmware through a Bluetooth gateway. The diagnostic data is collected by the
Memfault SDK integrated with the nRF Connect SDK. For more details, see Memfault.

® Service UUID
® (Characteristics

® Configuration

The MDS is used in the Bluetooth: Peripheral Memfault Diagnostic Service (MDS) sample. ® Implementation details
® Restricting access

© Bluetooth privacy

Se rVice U U I D ® API documentation

The 128-bit service UUID is 54220000-f6a5-4007-a371-722f4ebd8436.

Characteristics

The MDS characteristics are described in detail in the Memfault Diagnostic GATT Service documentation. The service
mplementation available in the nRF Connect SDK follows these requirements.



Memfault: Device Reliability Engineering

O ...selected highlights introduced since nRF Connect SDK 1.6
Q Incremental OTA

‘ I ’ ’ *@ Device Attributes
@
v ‘ ,0 Notification Groups

Memfault Diagnostic Service 0 Linked Devices




Get Started Today



I Where do | start?

e Sign up for free at: https://memfault.com/register/nrf

Nordic nRF Connect SDK Memfault bluetooth sample: hitps://developer.nordicsemi.com/
nRF Connect SDK/doc/latest/nrf/samples/bluetooth/peripheral mds/README.html
Memfault docs: https://docs.memfault.com/docs/mcu/nrf-connect-sdk-guide

Memfault SDK: https://github.com/memfault/memfault-firmware-sdk

Contact us at support@memfault.com and sales@memfault.com

Join the Interrupt Slack: https://interrupt-slack.herokuapp.com/



https://memfault.com/register/nrf?utm_campaign=Nordic%20Partnership&utm_source=webinar&utm_medium=aug-ppt
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/samples/bluetooth/peripheral_mds/README.html
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/samples/bluetooth/peripheral_mds/README.html
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/samples/bluetooth/peripheral_mds/README.html
https://docs.memfault.com/docs/mcu/nrf-connect-sdk-guide
https://github.com/memfault/memfault-firmware-sdk
mailto:support@memfault.com
mailto:sales@memfault.com
https://interrupt-slack.herokuapp.com/

I Memfault Supports nRF9160
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Register for upcoming
Nordic Tech Webinars

www.nhordicsemi.com/webinars



http://www.nordicsemi.com/webinars
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