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©  Android Google Play
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o PC version (nRF Connect)
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KW : Secure-DFU Z=H|35}7|
* Python PIP (PIP 7} AX|Z|X| %S 8% & =X here ) « Python 3.0 X| A ¢t
* ARM & GCC ZAutf HX[ (4.9-2015-g3-update 0|4h

e Make 2 X| (use MinGW, GNU Make, or Xcode) - 4|2 A S 23] GNU MakeE M X|E H

&t
e nrfutil
Python (2.7) O] AX|Z|0f & EF (Windows/Linux & &
$ pip install nrfutil

(base) C:\Users\Eugene>»pip install nrfutil
Installing collected pa s: nrfutil

Successfully installed
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®* micro-ecc library
o SDK 0|M H|& &|&= Script Fileg 02310 Library Download 2 Build
= 2[X] : NRF5_SDK_x.x.x_xxxxxx\ external\ micro-ecc\
® build_all.bat (Windows) = build_all.sh (Linux/macOS) &

n A Of2fet &2 027t & B2 SDKOIA E™El Compileret AX| = gec H
MOo| Xto|7F Qo B 2 SDK 2| Makefile 221 L 82| £=X0| =

=N

\13_SDK_NRF5\nRF5_SDK \
ntering di RF5_S| /external/micro-ecc/nrf51_armgec/armgec’
eProcess (NUL gram Files ools ARM Enbedded/7 2618-q2-update/bin/arm-none-eabi-gec” --version, ...) failed.
mponents/tool ,,,"J'Ial'eﬂle ipe: No error
q2-update/bin/arm-none-eabi-gec*
mponents /toolchain/gec/Makefile . oo

8
oo /components/toolchain/ kefi Cannot continue. Stop.
e i ving directory 'D:/13_SDK_NRFS5/nRF5_SDK_15. 45/ external /micro-ecc/nrf51_armgcc/armgee’

219 1210 A 7t0|ESt= Sjgel) Z0|
NRF5_SDK\components\toolchain\gcc\Makefile.windows 2| W&%
Compiler 22 LHES AFEAT 2tH0f| & HESH AL SDK e HES T2 E
SH| A X|

GNU_INSTALL_ROOT := C:/Program Files (x86)/GNU Tools
ARM Embedded/6 2017-q2-update/bin/

GNU_VERSION := 7.3.1

GNU_PREFIX := arm-none-eabi
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S BT : Security Key A

nrfutil 2 £t Private Key 44 35}7|

nrfutil keys generate priv.pem

Private Key2 5-E{ Public Key /d5}7|

(base)

7
°

nrfutil keys display --key pk --format code priv.pem --out_file
pubTlic_key.c

C =
e

nrfutil keys display --key pk --format code priv.pem

C:\Users\Eugene>nrfutil keys d

brief Public
GN(4) const

MEH® : Bootloader A1t

THA O A MM E Public Key = IEYEZ Bootloader Firmware
[=]

(SDK\examples\ dfu\bootloader_secure_ble)di| &f & (dfu_public_key.c)dt0] Z It

#include "sdk_config.h"
#include "stdint.h"
#include "compiler_abstraction.h"

#1f NRF_CRYPTO_BACKEND_OBERON_ENABLED
/* Oberon backend 1is changing endianness thus public key must be kept

in RAM. */

#define _PK_CONST

#else

#define _PK_CONST const
#endif

/** @brief Public key used to verify DFU images */
__ALIGN(4) const uint8_t pk[64] =
{

Oxa3, 0x69, Oxaa, 0x07, Oxbc, 0x83, O0xf5, 0x94, Oxac, Ox2b, 0x58,
0x8a, 0x08, 0xa9, Ox0e, 0Ox85, 0x46, Ox51, OxOe, Ox17, Ox8e, 0x88,
0x5f, Oxba, Oxdf, 0x59, O0x44, 0x84, 0x43, 0xc6, O0xf9, 0xd6,

0x05, Ox3b, 0x19, 0xf0, Oxa4, Oxf3, Oxel, Oxed, Oxab, 0x77, 0x98,
0x76, 0Oxf8, 0x00, Oxfa, Oxc8, Oxa2, Oxac, 0x44, Oxc7, 0x68, Ox7a,
0x80, Oxf3, Oxf5, Ox8e, Oxbf, Oxec, Oxb6, 0Oxb0, Oxef, Oxe3
3
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EH| At

e HOIE HEO X Private Key file
* Softdevice version information (0. S132 v6.1.1 == 0xB7)
o https://github.com/NordicSemiconductor/pc-nrfuti#usage

o nrfutiE EsiA =9l

—

nrfutil pkg generate --help

Package /4

nrfutil pkg generate --hw-version 52 --sd-req OxB7 --application-
version 1 --application nrf52832_xxaa.hex --key-file priv.pem
app_dfu_package.zip
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flot SetE B0 BH=7|
KW : Bootloader Settings File 44 d
Application FirmwareZt &M O 2 Flash & ZQIX|E =QI5H| 28l AHE Z|= Setting ¢f= 01| CHot

k=1
ngs 4y

Firmware Download A| Bootloader Setftings Lt20| FIHE|X| AUS ZSP Bootloaderdi| A
Application Fez HAFAE FI7|X| Xote Z=H7F Y22 SHEA] MEsHM &0

Download dfiOf &t
nrfutil settings generate --family NRF52 --application

<application.hex> --application-version 1 --bootloader-version 1 --bl-
settings-version 1 bootloader_settings.hex

TR StLiol md 2 ST Y

M4 =l Bootloader Settings It 22 Application Firmware 2+ 274 E&5+0] nRF5x Of LR ZE

mergehex -m <application.hex> <bootloader_settings.hex> -0 <output
file.hex>

Softdevice % BootloaderZ dtLIE S8 AL

mergehex -m <application.hex> <bootloader_settings.hex>
<bootloader.hex> <softdevice.hex> -o <output file.hex>
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FE Firmware Package®t Mergehex2 &dl S & HANE OEA UHO|E St=X|0f Cf
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Target Board0| |0 CH2EE

Bootloader Settings 2 &7H Mergehex £ &3l 82 & ERI0E Programmer &= nrfjorog £ &51
CeEE

BB nRF Connect v2.6.2 - Programmer - m} x

File
NRF52832 File Memory Layout

Add HEX file ~

Reload files

4
<
e

Clear files

Device

&

Erase all

Erase & write

Save as file

Reset

Write

VN @@ F| N

Read

¢/ Auto read memory

Log Eﬂ

1040 10, 1T 1 MIUUET. NRFJ£002_ARAA_RLCV 1. -
16:45:18.181 RANM: 64KiB.

16:45:18.181 Flash: 512KiB in pages of 4KIB.

16:45:19.371 Reading device non-volatile memory. This may take a few seconds.

16:45:27.244 MNon-volatile memory has been read. 10 non-empty memory blocks identified.

16:45:27.690 SoftDevice detected, id OXAF (S132 v6.1.0)

16:45:27.692 SoftDevice detected, id 0XAF (S132 v6.1.0) -

s
-

A
rir

nrfjprog -f nrf52 --chiperase --reset --program <target firmware hex>

Mobile EE= nRF Connect € Edf| M H O 2H0|E
nRF Connect Desktop O| £t &t H

1. NRF Connect for Desktop= A X|
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2. In-App Q! Bluetooth Low Energy & A X|

3. NRF52-DK TE= nRF52840-DKE PCOf| &2

4. Port Menu01|)\1 A A= DKO| Serial S MEHSH = Start Scan 8}0] Target DeviceE ¢4
5. A4 &l Target Device &=0] DFU Icon2 =2 gHO|EY 01 ME = OH0|E

nRF Connect v2.6.2 - Bluetooth Low Energy - o X
000682007919 ~ M Connection Map = Server Setup .ﬂ NORDIC
Discovered devices
E3:DC:C8$9EEB:SE
~ Options
@ Sort by signal strength
» Generic Access Filter. Device name or address
Nordic_Buttonless
G Attribut F374F9603872 Nerdic_Buttonless 21 dBm all
enene Atinoute ) . F3T4F60.38:72
> Generic Access > petals
<Unknown name> 33 dBm .l
b Generic Attribute 5CF7.6CBF 0ECE Connect @
* Details
» Secure DFU
<Unknown name> 36 dBm .l
52:D6:E2D8:B0:28 Connect &
» Details
<Unknown name> 47 dBm .l
B9:9F:4127-6AA2 Connect &
» Detais
<Unknown name> 47 dBm .l
5E:32:5FFSFO-ED Connect &
» Details
<Unknown name> 47 dBm _al
6D'E0-CO-69-CBER —y
*» Details
<Unknown name> a7 aBm .l
Log -n- 23.92.C4:B4:29:52 Connect &
1000, 19020 AUNIUULE VaIUE 1EaU, 181IUIE. UXUS, VAIUE (UK). 4C-07~1 £-04-03-00-0r-40-0L-4L » Defais
16:56.22.844 Disconnected from device F374:-79.60.38.72, reason’ BLE_HCI | OGAL_HOST TERMI <Unknown name> R
16:57.13.092 Scan staried 7D-0B-9F B5:84F7 =0
16:57:22 894 Connecting to device » Delail
etaiis
16:57.23.029 Connected (o device F3:74.F9.60.35.72
16:57.23.347 Atiribute value read, handle: 0x03, value (Ox). 4E-6F-T2-54-59-63-5F-42-T5-74-74-6FGE | <Unknown name> 50 dBm .l
16:57-28.081 Connection parameters updated for device F3:74-F9:60:3B:72 interval 100ms, timeout 4t » | #6D5A40A0DOF Connect &
< » » Detais ~
Device Firmware Upgrade (DFU) for device F3:74:F9:60:3B:72
Zip file
D:\13_SDK_NRF5\NRF5_SDK_15.2.0_9412b36\examples\dfu\secure_dfu_{ = Choose

Package info

application:
bin_file:
dat_file:

nrf52832_xxaa.bin
nrf52832 xxaa.dat

Progress
Completed

[ ioox ]

|8

nRF Connect Mobile € 0

1. NRF Connect for MobileS App store &£+ Play Market2 S o ‘:f—SrE

2. NRF Connect for Mobiles &30 A A5t 10X} St= C|HIO|A S S0 A
3. DFU Menu& MEHSHY Distribution packet(ZIP) 2 MEHSHO HYO| YH0|E
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1702 P OO ¥ v 17:04 P P v 17:04 B P P 17:0s - P

= Devices STOPSCANNING i | =  Devices bisconnEcT | 6 | = Devices

SCANNER BONDED ADVERTISER BONDED ADVERTISER  NORDIC_BUTTONLESS 3¢ RTisER NORTIC-RUNIOHLESER, Gy DEUTESTOREN

-40 dBm

CONNECT £
Select file type

Generic Attribute | Distribution packet (ZIP)
0x1801 _——

O Soft Device
Secure DFU Service

0xFES3 (O Bootloader

O  Application

PCO|l NRF52-DK,NRF52840-DK == nRF52840-DongleS AZ3}0] C|HIO|AS Y[ 0|E (COM port

320182 4%

nrfutil dfu ble -ic NRF52 -pkg app_dfu_package.zip -p COM3 -n
"MyDevice" -f

—

Serial& %t M HI0|E

COM portE Edff A= CIHIO|AE nrfutil.exeS SoifA Ot2fje] HMMEZ G| 0|E (COM port 35
orggd)

nrfutil dfu serial -pkg app_dfu_package.zip -p CoM3

Hx= ENM

® BLE Secure DFU Bootloader Guide
* Getting started with Nordic's Secure DFU bootloader, a step by step guide
* https://github.com/NordicSemiconductor/pc-nrfuti#commands
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