Developing Matter 1.0 products:
with nRF Connect SDK

Nordic Tech Webinar -

Kamil Kasperczyk /' Firmware Engineer
Marcin Kajor / Firmware Engineer

November 2022

I\

= = Wy K =D



© Nordic Semiconductor

Practicalities

Ask a question

Duration: about 60 minutes

Type something...

Questions are encouraged!
= Please type guestions in the top of the right sidebar

= All questions are anonymous

= Try to keep them relevant to the topic

= We will answer towards the end
This is the chat >
The chat is not anonymous, and do not use for

guestions

Go to DevZone if you have more questions

A recording of the webinar will be available together D e V Z 0 n e

with the presentation at webinars.nordicsemi.com
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Today's Host

Finn Boetius

Product Marketing Engineer
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Today's Speakers

Kamil Kasperczyk Marcin Kajor

Firmware Engineer Firmware Engineer
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Previous Nordic Matter webinars

= |ntroduction to Matter - Sep 2021

Krzysztof Loska
https://voutu.be/v_285vCHifw

= Developing Matter Products
with NnRF Connec SDK - Nov 2021

tukasz Duda & Damian Krolik
https:/voutu.be/kdMJQFDRoss

NORDICTECH
WEBINARS

Missed this webinar?

Sign up: nordicsemi.com/webinars



https://youtu.be/v_285vCHifw
https://youtu.be/kdMJQFDRoss
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Agenda

= |ntroduction = Matter multi-fabric scenario
Matter 1.0 is herel

Controlling accessory from Android smartphone

Support for Matter in nNRF Connect SDK

Adding accessory to the new Matter fabric

Development tools

= Matter over Thread and Matter binding - Creating Matter accessory

= Setting up the environment

Configuring data model
= Building Matter over Thread applications
In NRF Connect SDK

Network topology

Developing application logic and testing of the setup
= Controlling accessories from PC

= Controlling Matter over Thread light bulb
from Matter over Thread light switch =  Q&A session



INntroduction
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Matter 1.0 Is herel

= Open source reference implementation which conforms to the Matter
1.0 specification

=  https:/github.com/project-chip/connectedhomeip/releases/tag/v1.0.0

= https://csa-iot.org/all-solutions/matter/

£ project-chip / connectedhomeip  Puic

<> Code () lssues o1 11 Pullrequests 49 () Actions [F) Projects 52 [0 Wiki @ Securty |~ Insights

V1.0.0 Release (=)
@ andy31415 released this 27 days ago - 19 commits to v1.0-branch since this release  © v1.00 o 561d23d @
A ﬁ l I I O e | V1.0.0 - the first release on the v1.0-branch.



https://github.com/project-chip/connectedhomeip/releases/tag/v1.0.0
https://csa-iot.org/all-solutions/matter/
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Support for Matter in NRFE Connect SDK

=  Matter is deployed in NRF Connect SDK as a one Bl = comentsox
. . . Zephyr
of the submodule repositories (dedicated Matter . "~
]CO rk ) - Third-party
o Matter stack
] Powered by Zephyr OS Matter (built with GN)

e Zephyr integration layer
=  Certified support for Thread 1.3 and Bluetooth

|_ E t k Bluetooth® LE stack Zephyr network layer
ow Energy stacks mboe

gy bootloader Zeslest UDP TCP
=  Matter sample apps included

= Release 1.0.0 already supported in nNRF Connect Zephyr APl
SDK v.2.1.11

= Nordic Weather Station has sucessfully passed
the Matter Specification Validation Event!

GATT GAP

Wi-Fi host

Thread stack

Crypto APl | Driver API
(OpenThread) wpa_supplicant

Drivers and modules

Partition
Manager

SoftDevice Zephyr integration

DFU

=  https://developer.nordicsemi.com/nRF Connect Controller P VT
Crypto driver
SDK/doc/2.11/nrf/ug_matter.htm| " badkends



https://developer.nordicsemi.com/nRF_Connect_SDK/doc/2.1.1/nrf/ug_matter.html
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Development tools

Hardware Development Kits (based on nRF52,
NRF53 and NnRF70 families)

NRF Connect for VS Studio

J-Link GDB debugging tool

Nordic Power Profiler Kit |l

NRF Thread Topology Monitor

NRF Sniffer for 802.15.4 and Bluetooth LE

Pre-compiled Matter controllers for Linux and
Android

Matter specific tools:

https:/developer.nordicsemi.com/nRF_Connect SDK/doc

/211/nrf/ug _matter gs tools.html#idl



https://developer.nordicsemi.com/nRF_Connect_SDK/doc/2.1.1/nrf/ug_matter_gs_tools.html#id11

Matter In NnRE Connect SDK

Matter over Thread and Wi-Fi
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Matter network topology

Internet M Thread
B Wi-Fi
B Ethernet

Wi-FI Access Point

(X a)
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Matter network topology

Internet M Thread
B Wi-Fi
B Ethernet

Wi-FI Access Point
AR

Matter controller
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Matter network topology

Internet M Thread
B Wi-Fi
B Ethernet

Wi-FI Access Point

(X a)

Matter controller

Matter light switch
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Matter network topology

Internet M Thread
B Wi-Fi
B Ethernet

Wi-Fi Access Point Thread Border Router

(X a)

'f\' 'l\'
Matter controller b

Matter light switch




© Nordic Semiconductor

Matter network topology

Internet M Thread
B Wi-Fi
B Ethernet

Wi-Fi Access Point Thread Border Router

AR AR

Matter controller

Matter light switch Matter light bulb
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Matter network topology

Internet ¥ Thread

B Wi-Fi

B Ethernet

B Matter binding

Wi-Fi Access Point Thread Border Router

AR AR

Matter controller

Matter light switch Matter light bulb
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Matter network topology

Internet ¥ Thread

B Wi-Fi

B Ethernet

B Matter binding

Wi-Fi Access Point Thread Border Router
A AR

Linux PC with CHIP Tool

77 .

Matter light switch Matter light bulb
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Matter network topology

Internet I Thread

B Wi-Fi

M Ethernet

B Matter binding

Wi-Fi Access Point Raspberry Pi 4 with OpenThread Border Router

AR

Linux PC with CHIP Tool

rakd N

Matter light switch Matter light bulb
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Matter network topology

Linux PC with CHIP Tool

Internet I Thread

B Wi-Fi

M Ethernet

B Matter binding

Wi-Fi Access Point Raspberry Pi 4 with OpenThread Border Router

T

Matter light switch Matter light bulb
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Matter network topology

Internet Thread

B Wi-Fi
B Ethernet
B Matter binding

Wi-Fi Access Point Raspberry Pi 4 with OpenThread Border Router

AR
Linux PC with CHIP Tool @

Matter light switch Matter light bulb

.........




© Nordic Semiconductor

Preregulisites

=  Linux PC with software installed:

= NRF Connect SDK v21.1
https://developer.nordicsemi.com/nRF_Connect SDK/doc/2.11/nrf/
getting_started.htm|

= nRF Command-line tools
https:/www.nordicsemi.com/Products/Development-tools/nrf-command-

line-tools/download

= Visual Studio Code with nRF Connect Extension Pack for VS Code
https:/nrfconnect.github.io/vscode-nrf-connect/

=  Raspberry Pi 4 running OpenThread Border Router
https:/developer.nordicsemi.com/nRF_Connect SDK/doc/latest/nrf/ug_threa

d_tools.html#installing-otbr-manually-raspberry-pi

D ¢


https://developer.nordicsemi.com/nRF_Connect_SDK/doc/2.1.1/nrf/getting_started.html
https://www.nordicsemi.com/Products/Development-tools/nrf-command-line-tools/download
https://nrfconnect.github.io/vscode-nrf-connect/
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/ug_thread_tools.html#installing-otbr-manually-raspberry-pi

Matter In NnRE Connect SDK

Matter multi-fabric scenario
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Matter multi-tfabric topology

Internet Wi-Fi Access Point M Thread
QQ B Wi-Fi
B Ethernet

Thread Border Router
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Matter multi-tfabric topology

Internet Wi-Fi Access Point M Thread
QQ B Wi-Fi
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Tool
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Matter multi-tfabric topology

Internet Wi-Fi Access Point M Thread
QQ B Wi-Fi
B Ethernet
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Android CHIP Thingy:53 Weather Station
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Matter multi-tfabric topology

Internet Wi-Fi Access Point
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Thread Border Router
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Matter multi-tfabric topology

Internet Wi-Fi Access Point M Thread
QQ B Wi-Fi
B Ethernet

B Matter fabrics

Thread Border Router
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Matter In NnRE Connect SDK

Creating Matter accessory
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Configuring data model

= Understanding Matter data and
interaction model

Device

Node O

Endpoint 0 Endpoint1 Endpoint ...

Matter stack

Application Cluster

pats oce Attribute
Attribute (Event)
e

https:/developer.nordicsemi.com/nRF _Connect SDK/doc/2.11/nrf/ug_matter overview data model.html



https://developer.nordicsemi.com/nRF_Connect_SDK/doc/2.1.1/nrf/ug_matter_overview_data_model.html
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Configuring data model

= Using ZAP Tool to configure specific clusters and attributes:

https:/qithub.com/project-chip/zap

File Edit View Window Help File Edit View Window Help
zcL GENERATE.. ~ REGENERATE ~ PREVEW £t @ zcL GENERATE..  REGENERATE PREVEW £t @
Cluster Configurator: Matter SDK ZCL data @ ZCLGLOBALOPTIONS... = ZCL EXTENSIONS... Cluster Configurator: Matter SDK ZCL data @ ZCL GLOBAL OPTIONS... ZCL EXTENSIONS...
+ ADD NEW ENDPOINT « + ADDNEW ENDPOINT « Endpoint 0 Clusters
Endpoint - 0
ZCL Advanced Platform - Ep—
Device Matter Root Node
(0x0016) A General
Network 0
Cluster Required Cluster Cluster ID Manufacturer Code Enable Configure
Profile ID 00103 e
. Version 1
Identi 0x0003 - -
What is ZAP? ity & Not Enabled
Enabled Clusters
Enabled Attributes Groups 0x0004 - Not Enabled -
ZAPis a generic generation engine and user interface for applications and libraries based on Zigbee Cluster Library, the specification developed by the Zighee Alliance. Enabled Reporting
ZAP allows you to perform the following Scenes 0x0005 - Not Enabled M
« perform SDK-specific customized generation of all global artifacts (constants, types, IDs, etc) based on the ZCL specification om0t x0006 ~ Not Enabled .
« provide Ul for the end-user to select specific application configuration (clusters, attributes, commands, etc.)
+ perform SDK-specific customized generation of all user selected configuration artifacts (application endpoint ion, etc) based on ZCL ion and provided appli
On/off Switch Configuration 0x0007 - Not Enabled -
ZAP is a generic templating engine. Examples are provided for how to generate artifacts for the C language environment, but one could easily add new templates for other such as C++, java, node s, python or any
other.
Level Control 0x0008 - Not Enabled -
Quick instructions - .
This is a node js application. In order to runit, you need to have npm installed. The best way is to simply download latest install of node and you will get npm. If you have an older version of node installed on your workstation, it may give you
trouble, particularly i it's very old. So make sure you have decently recent (v12.x or v14.x should work as of 2021) version of node available. Run node - -version to check what version s picked up. Pulse Width Modulation o001C - Not Enabled -
Once you have a desired version of node, you can run:
Descriptor Server 0x001D - Server - 3
npm ci
which will download install al the project dependencies. It is not uncommon to run into native library compilation problems at this point. There are various src-script/install-* scripts for different platforms. Please refer to FAQ for Binding 0x001E - Not Enabled -
additional details of which script to run on different platforms and then rerun npmci.
Then run: Access Control Server 0x001F Server - 3

npm run zap


https://github.com/project-chip/zap

© Nordic Semiconductor

Network topology

INnternet M Thread
B Wi-Fi
B Ethernet

Wi-Fi Access Point Raspberry Pi 4 with OpenThread Border Router

(X a)

Linux PC with CHIP Tool




Developing application logic and testing of the setup

= Coding demo
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