1. Create folder:
C:\nRF5_SDK_16.0.0_98a08e2\examples\ble_peripheral\ble_app_buttonless_dfu_spout\pca10056\s140\ses\Test_dfu\Test_dfuV16
I used the private and public keys that I generated before:
2. Generate own private key1 in Test_dfu1: open dos command screen and do:
nrfutil.exe keys generate private1.key
3. Generate public key based on your private key.
nrfutil keys display --key pk --format code private1.key --out_file public_key1.c
[image: ]
4. Compile the uECC library.
uECC library is needed for the bootloader to decrypt the signature. uECC is an external library and have to be downloaded from github here. Note: there is a license requirement comes with it.
You have to clone/download the library to the SDK folder: SDKFolder\external\micro-ecc\micro-ecc . It should look like this:
Next step, inside SDKFolder\external\micro-ecc\ choose the IDE and compiler that you want to use to build the bootloader. In my case I chose SDKFolder\external\micro-ecc\nrf52_keil\armgcc and type make to start building uECC.
5. Build the secure buttonless bootloader with dfu_public_key.c
The bootloader is located at C:\nRF5_SDK_16.0.0_98a08e2\examples\dfu_spout\secure_bootloader\pca10056_s140_ble\ses
#define NRF_DFU_BLE_REQUIRES_BONDS 1 // Donald
#define NRF_SDH_BLE_SERVICE_CHANGED 1  // donald
Update include dfu_public_key.c and build project.

Build and Copy C:\nRF5_SDK_16.0.0_98a08e2\examples\dfu_spout\secure_bootloader\pca10056_s140_ble\ses\Output\Release\Exe\secure_bootloader_ble_s140_pca10056.hex to C:\nRF5_SDK_16.0.0_98a08e2\examples\ble_peripheral\ble_app_buttonless_dfu_spout\pca10056\s140\ses\Test_dfu\Test_dfuV16
6. Copy softdevice.hex to Test_dfuV16 folder
Open the folder C:\nRF5_SDK_16.0.0_98a08e2\components\softdevice\s140\hex, and copy the .hex file s140_nrf52_7.0.1_softdevice.hex to C:\nRF5_SDK_16.0.0_98a08e2\examples\ble_peripheral\ble_app_buttonless_dfu_spout\pca10056\s140\ses\Test_dfu\Test_dfuV16 folder.
7. Build application and copy to Test_dfuV16 folder
At folder: C:\nRF5_SDK_16.0.0_98a08e2\examples\ble_peripheral\ble_app_buttonless_dfu_spout\pca10056\s140\ses 
#define NRF_DFU_BLE_BUTTONLESS_SUPPORTS_BONDS 1  // donald
Create an application, ble_app_buttonless_dfu, and copy the ble_app_buttonless_dfu_pca10056_s140.hex file as you did for the bootloader to your C:\nRF5_SDK_16.0.0_98a08e2\examples\ble_peripheral\ble_app_buttonless_dfu_spout\pca10056\s140\ses\Test_dfu\Test_dfuV16
8. Generate settings page in C:\nRF5_SDK_16.0.0_98a08e2\examples\ble_peripheral\ble_app_buttonless_dfu_spout\pca10056\s140\ses\Test_dfu\Test_dfuV16 folder
[bookmark: _Hlk19709208]nrfutil settings generate --family NRF52840 --application ble_app_buttonless_dfu_pca10056_s140.hex --application-version 1 --bootloader-version 1 --bl-settings-version 1 settings1.hex
The output looks like this:
[image: ]
9. [bookmark: _Hlk19709584]Merge the setting1 with bootloader1
[bookmark: _Hlk18672269]Merge the settings1.hex and secure_bootloader_ble_s140_pca10056.hex together by running this command in cmd in your dfu folder:
[bookmark: _Hlk19709710]mergehex.exe --merge settings1.hex secure_bootloader_ble_s140_pca10056.hex --output settings1_and_bootloader1.hex
The output looks like this:
[image: ]
10. [bookmark: _Hlk19709822]Merge the DFU packet and build app_buttonless1.zip
[bookmark: _Hlk18672296]Generate the DFU packet by running this command in cmd in your dfu folder:
nrfutil pkg generate --hw-version 52 --application-version 1 --application ble_app_buttonless_dfu_pca10056_s140.hex --sd-req 0xA9 --key-file private1.key app_buttonless1.zip
The output looks like this:
[image: ]
11. [bookmark: _Hlk19709980]Programming bootloader 
[bookmark: _Hlk18672788]Open the dfu folder in cmd, and write the commands:
[bookmark: _Hlk19260742]nrfjprog.exe -e
nrfjprog.exe --program s140_nrf52_7.0.1_softdevice.hex --verify
nrfjprog.exe --program settings1_and_bootloader1.hex --verify -r
[image: ]
12. Start nRF Connect; NO DfuTarg 
[image: ]
13. [bookmark: _Hlk19710059]The Nordic nRF52840-DK tas LED1 and LED2 both blinking
[image: ]
[bookmark: _GoBack]
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C:\Nordic_Semi\Gen4_BLE@468_DFUtest\examples\dfu\Test_dfu>nrfutil.exe keys generate privatel.key
enerated private key and stored it in: privatel.key

C:\Nordic_Semi\Gen4_BLE@408 DFUtest\examples\dfu\Test_dfu>cd C:\Nordic_Semi\Gen4_BLE@408_DFUtest\examples\dfu\Test_dfu\Test_dful

C:\Nordic_Semi\Gen4_BLE@468_DFUtest\examples\dfu\Test_dfu\Test_dful>nrfutil keys display --key pk --format code privatel.key --out_file public_keyl.c
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This is only required for bootloaders from nRF5 SDK 15.1 and newer.
If you want to skip backup page generation, use --no-backup option.

Generated Bootloader DFU settings .hex file and stored it in: settingsl.hex

Bootloader DFU Settings:

* File: settingsl.hex

* Family: NRF52840

* Start Address: ©x000FFo00

* CRC: ©xE97404CD

* Settings Version: ©x00000001 (1)

* App Version: ©x00000001 (1)

* Bootloader Version: ©x00000001 (1)

* Bank Layout: ©x00000000

* Current Bank: ©x80000000

* Application Size: ©Xx000OCFCC (53196 bytes)
* Application CRC: ©x2E82B440

* Banke Bank Code: ©x80000001

* Softdevice Size: ©x00000000 (O bytes)
* Boot Validation CRC: ©x00000000

* SD Boot Validation Type: ©x00000000 (©)

<

App Boot Validation Type: ©x©0000000 (©)

C:\nRF5_SDK_16.8.0_98a@8e2\examples\ble_peripheral\ble_app_buttonless_dfu_spout\pcale@56\s140\ses\Test_dfu\Test_dfuvie>
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C:\nRF5_SDK_16.0.06_98a08e2\examples\ble_peripheral\ble_app_buttonless_dfu_spout\pcal@056\s140\ses\Test_dfu\Test_dfuVlé>mergehex.exe --
merge settingsl.hex secure_bootloader_ble_s140_pcal@®56.hex --output settingsl_and_bootloaderl.hex

Parsing input hex files.

rging files.

Storing merged file.

C:\NRF5_SDK_16.0.08_98a08e2\examples\ble_peripheral\ble_app_buttonless_dfu_spout\pcal@@56\s140\ses\Test_dfu\Test_dfuvie>
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C:\nRF5_SDK_16.0.0_98a08e2\examples\ble_peripheral\ble_app_buttonless_dfu_spout\pcal®@56\s140\ses\Test_dfu\Test_dfuvie>nrfutil pkg ge!
erate --hw-version 52 --application-version 1 --application ble_app_buttonless_dfu_pcal@@56_s140.hex --sd-req ©xA9 --key-file private:
.key app_buttonlessl.zip

Zip created at app_buttonlessl.zip
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IC:\nRF5_SDK_16.0.0_98a08e2\examples\ble_peripheral\ble_app_buttonless_dfu_spout\pcalee56\sl40\ses\Test_dfu\Test_dfuvlie>nrfjprog.exe -

Erasing user available code and UICR flash areas.
plying system reset.

C: \nRF5_SDK_16.0.0_98a@8e2\examples\ble_peripheral\ble_app_buttonless_dfu_spout\pcalees6\s14@\ses\Test_dfu\Test_dfuvie>nrfjprog.exe --
program s14€_nrf52_7.0.1_softdevice.hex --verify

Parsing hex file.

Reading flash area to program to guarantee it is erased.

Checking that the area to write is not protected.

Programming device.

erifying programming.

erified OK.

C: \nRF5_SDK_16.0.0_98a@8e2\examples\ble_peripheral\ble_app_buttonless_dfu_spout\pcalees6\s14@\ses\Test_dfu\Test_dfuvie>nrfjprog.exe --
program settingsl_and_bootloaderl.hex --verify -r
Parsing hex file.
Reading flash area to program to guarantee it is erased.
Checking that the area to write is not protected.
Programming device.
erifying programming.
erified OK.
plying system reset.
Run.





