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[bookmark: _Toc165302110]Reference Variables
Client ID : ???   1051276485
IMEI: 355025930003064
PIN: 590845

 aws_iot project prf.conf
CONFIG_MQTT_HELPER_SEC_TAG=201
Certificate ARN
C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts>aws iot create-certificate-from-csr --certificate-signing-request file://device_cert.csr.pem --certificate-pem-outfile device_cert.pem --set-as-active --no-cli-pager --query certificateArn
"arn:aws:iot:us-west-1:274488353815:cert/582c3f9cafa73cac9de3217fe074a19835e76799a6486338b6d9739b962d659b"

Note: The CONFIG_AWS_IOT_BROKER_HOST NAME = "a3803pm3fycy7p-ats.iot.us-west-1.amazonaws.com"
Note: The CONFIG_AWS_IOT_CLIENT_ID_STATIC = "pagps-dev-01",
Note: The CONFIG_MQTT_HELPER_SEC_TAG = 201



[bookmark: _Toc165302111]#1 Go to Asset Tracker v2
URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/applications/asset_tracker_v2/README.html

CLICK: 
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[bookmark: _Toc165302112]#2 Application Description
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/applications/asset_tracker_v2/doc/asset_tracker_v2_description.html

CLICK:
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[bookmark: _Toc165302113]#3 Setting up Cloud Service
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/applications/asset_tracker_v2/doc/asset_tracker_v2_description.html#cloud-setup
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Client ID : ???   1051276485
IMEI: 355025930003064
PIN: 590845












[bookmark: _Toc165302114]#4 Setting up AWS IoT Core
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html#lib-aws-iot
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[bookmark: _Toc165302115]#5  Step (1) Setting up AWS and configuring permissions
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This step has been Completed.



[bookmark: _Toc165302116]#6 Step (2) Generating and provisioning certificates
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[bookmark: _Toc165302117]#6B Step (2) – SubStep (1) – Obtain a list of installed keys using the following command 
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html#lib-aws-iot [image: A screenshot of a computer
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DIR: C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts 
EXECUTE: nrfcredstore <serial port> list

[image: A computer screen shot of a code

Description automatically generated]

C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts>nrfcredstore COM9 list
Secure tag   Key type           SHA
16842753     ROOT_CA_CERT       D8D81DE9D4DC85EC920862EB3BFAF1340BEE68E8505336C2E90F2E78ABF58D85
16842753     CLIENT_CERT        90E2E888EC3F96B282B032164AFF9C37AE228ECD97B868915244B865E5DF3C88
16842753     CLIENT_KEY         8B0968DFC9742D6648ABFEE3E4E973E2F09D9226C1F817686ED9202A0F791F24
4294967293   NORDIC_ID_ROOT_CA  2C43952EE9E000FF2ACC4E2ED0897C0A72AD5FA72C3D934E81741CBD54F05BD1
4294967294   DEV_ID_PUB_KEY     2B12CF21FE11106722DCD4F11A7BB97B54458C9EE3FC89DAD7B181D21059072B
4294967292   NORDIC_PUB_KEY     672E2F05962B4EFBFA8801255D87E0E0418F2DDF4DDAEFC59E9B4162F512CB63 

[bookmark: _Toc165302118]#6B Step (2) – SubStep (2) – Obtain a list of installed keys using the following command 
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html 
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NOTE: The CONFIG_MQTT_HELPER_SEC_TAG is located in the in the aws_iot project in the prj.conf file
[image: A screenshot of a computer program
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CONFIG_MQTT_HELPER_SEC_TAG=201 



[bookmark: _Toc165302119]#6B Step (2) – SubStep (3) – Generate a key pair and obtain a CSR using the following command 
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html 

[image: A screenshot of a computer

Description automatically generated]DIR: C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts 
EXECUTE: nrfcredstore <serial port> generate <sec tag> device_cert.csr.der


[image: ]

NOTE: The 201 comes from the last instruction , the CONFIG_MQTT_HELPER_SEC_TAG=201 

The file device_cert.csr.der is located in C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts





[bookmark: _Toc165302120]#6B Step (2) – SubStep (4) – Convert the CSR from DER format to PEM format using the following command:
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html 
[image: A screenshot of a computer
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DIR: C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts 
EXECUTE: openssl req -inform DER -in device_cert.csr.der -outform PEM -out device_cert.csr.pem



[image: A computer screen with white text
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C:\Program Files\OpenSSL-Win64\bin>openssl.exe req -inform DER -in \Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts\device_cert.csr.der -outform PEM -out \Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts\device_cert.csr.pem










[bookmark: _Toc165302121]#6B Step (2) – SubStep (5) – Obtain a signed certificate using the following command
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html 
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DIR: C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts 
EXECUTE: aws iot create-certificate-from-csr --certificate-signing-request file://device_cert.csr.pem --certificate-pem-outfile device_cert.pem --set-as-active --no-cli-pager --query certificateArn


[image: ]


C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts>aws iot create-certificate-from-csr --certificate-signing-request file://device_cert.csr.pem --certificate-pem-outfile device_cert.pem --set-as-active --no-cli-pager --query certificateArn
"arn:aws:iot:us-west-1:274488353815:cert/582c3f9cafa73cac9de3217fe074a19835e76799a6486338b6d9739b962d659b"




[bookmark: _Toc165302122]#6B Step (2) – SubStep (6) - Take note of the certificate ARN, as it will be required later
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html 
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"arn:aws:iot:us-west-1:274488353815:cert/582c3f9cafa73cac9de3217fe074a19835e76799a6486338b6d9739b962d659b"





[bookmark: _Toc165302123]#6B Step (2) – SubStep (7) - Provision the certificate using the following command:
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html 

[image: A screenshot of a computer
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DIR: C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts 
EXECUTE: nrfcredstore <serial port> write <sec tag> CLIENT_CERT device_cert.pem

[image: A screen shot of a computer program
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C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts>nrfcredstore COM9 write 201 CLIENT_CERT device_cert.pem

NOTE: The 201 comes from the last instruction , the CONFIG_MQTT_HELPER_SEC_TAG=201 




[bookmark: _Toc165302124]#6B Step (2) – SubStep (8) - Download the Amazon Root CA 1 PEM file.
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html 
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URL: https://www.amazontrust.com/repository/AmazonRootCA1.pem
-----BEGIN CERTIFICATE----------END CERTIFICATE-----

Downloaded to  C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts

[bookmark: _Toc165302125]#6B Step (2) – SubStep (9) - Provision the certificate using the following command:
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html 
[image: A screenshot of a computer
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DIR: C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts 
EXECUTE: nrfcredstore <serial port> write <sec tag> ROOT_CA_CERT AmazonRootCA1.pem

[image: A screen shot of a computer program

Description automatically generated]

C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts> nrfcredstore COM9 write 201 ROOT_CA_CERT AmazonRootCA1.pem

NOTE: The 201 comes from the last instruction , the CONFIG_MQTT_HELPER_SEC_TAG=201 



[bookmark: _Toc165302126]#6B Step (3) – SubStep (1) - Create a file policy.json with the following content:
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html 

[image: A screenshot of a computer
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We are using the following policy:
C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts>type policy.json
{
  "Version": "2012-10-17",
  "Statement": [
    {
      "Effect": "Allow",
      "Action": "iot:Connect",
      "Resource": "arn:aws:iot:us-east-2:274488353815:client/thinggps"
    },
    {
      "Effect": "Allow",
      "Action": "iot:Publish",
      "Resource": [
        "arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/update",
        "arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/delete",
        "arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/get"
      ]
    },
    {
      "Effect": "Allow",
      "Action": "iot:Receive",
      "Resource": [
        "arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/update/accepted",
        "arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/delete/accepted",
        "arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/get/accepted",
        "arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/update/rejected",
        "arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/delete/rejected"
      ]
    },
    {
      "Effect": "Allow",
      "Action": "iot:Subscribe",
      "Resource": [
        "arn:aws:iot:us-east-2:274488353815:topicfilter/$aws/thing/thinggps/shadow/update/accepted",
        "arn:aws:iot:us-east-2:274488353815:topicfilter/$aws/thing/thinggps/shadow/delete/accepted",
        "arn:aws:iot:us-east-2:274488353815:topicfilter/$aws/thing/thinggps/shadow/get/accepted",
        "arn:aws:iot:us-east-2:274488353815:topicfilter/$aws/thing/thinggps/shadow/update/rejected",
        "arn:aws:iot:us-west-1:274488353815:topicfilter/$aws/thing/thinggps/shadow/delete/rejected"
      ]
    },
    {
      "Effect": "Allow",
      "Action": [
        "iot:GetThingShadow",
        "iot:UpdateThingShadow",
        "iot:DeleteThingShadow"
      ],
      "Resource": "arn:aws:iot:us-east-2:274488353815:thing/thinggps"
    }
  ]
}



[bookmark: _Toc165302127]#6B Step (3) – SubStep (2) - Create the policy using the following command:
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html 
[image: A screenshot of a computer
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DIR: C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts 
EXECUTE: aws iot create-policy --policy-name my-policy --policy-document file://policy.json

C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts>aws iot create-policy --policy-name my-policy --policy-document file://policy.json
{
    "policyName": "my-policy",
    "policyArn": "arn:aws:iot:us-west-1:274488353815:policy/my-policy",
    "policyDocument": "{\n  \"Version\": \"2012-10-17\",\n  \"Statement\": [\n    {\n      \"Effect\": \"Allow\",\n      \"Action\": \"iot:Connect\",\n      \"Resource\": \"arn:aws:iot:us-east-2:274488353815:client/thinggps\"\n    },\n    {\n      \"Effect\": \"Allow\",\n      \"Action\": \"iot:Publish\",\n      \"Resource\": [\n        \"arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/update\",\n        \"arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/delete\",\n        \"arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/get\"\n      ]\n    },\n    {\n      \"Effect\": \"Allow\",\n      \"Action\": \"iot:Receive\",\n      \"Resource\": [\n        \"arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/update/accepted\",\n        \"arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/delete/accepted\",\n        \"arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/get/accepted\",\n        \"arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/update/rejected\",\n        \"arn:aws:iot:us-east-2:274488353815:topic/$aws/thing/thinggps/shadow/delete/rejected\"\n      ]\n    },\n    {\n      \"Effect\": \"Allow\",\n      \"Action\": \"iot:Subscribe\",\n      \"Resource\": [\n        \"arn:aws:iot:us-east-2:274488353815:topicfilter/$aws/thing/thinggps/shadow/update/accepted\",\n        \"arn:aws:iot:us-east-2:274488353815:topicfilter/$aws/thing/thinggps/shadow/delete/accepted\",\n        \"arn:aws:iot:us-east-2:274488353815:topicfilter/$aws/thing/thinggps/shadow/get/accepted\",\n        \"arn:aws:iot:us-east-2:274488353815:topicfilter/$aws/thing/thinggps/shadow/update/rejected\",\n        \"arn:aws:iot:us-west-1:274488353815:topicfilter/$aws/thing/thinggps/shadow/delete/rejected\"\n      ]\n    },\n    {\n      \"Effect\": \"Allow\",\n      \"Action\": [\n        \"iot:GetThingShadow\",\n        \"iot:UpdateThingShadow\",\n        \"iot:DeleteThingShadow\"\n      ],\n      \"Resource\": \"arn:aws:iot:us-east-2:274488353815:thing/thinggps\"\n    }\n  ]\n}",
    "policyVersionId": "1"
}



[bookmark: _Toc165302128]#6B Step (3) – SubStep (3) - Attach the policy to the previously registered certificate using the following command:
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html 
[image: A screenshot of a computer
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DIR: C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts 
EXECUTE: aws iot attach-policy --target <certificate arn> --policy-name my-policy

"arn:aws:iot:us-west-1:274488353815:cert/582c3f9cafa73cac9de3217fe074a19835e76799a6486338b6d9739b962d659b"

[image: ]

C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts>aws iot attach-policy --target "arn:aws:iot:us-west-1:274488353815:cert/582c3f9cafa73cac9de3217fe074a19835e76799a6486338b6d9739b962d659b" --policy-name my-policy



[bookmark: _Toc165302129]#6B Step (4) – SubStep (1) – Create a Thing – Create a Thing using the following command
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html 
[image: A screenshot of a computer

Description automatically generated]
DIR: C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts 
EXECUTE: aws iot create-thing --thing-name <thing name>

Note: We will make the <thing name> pagps-dev-01

[image: A computer screen with text on it
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C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts>aws iot create-thing --thing-name pagps-dev-01
{
    "thingName": "pagps-dev-01",
    "thingArn": "arn:aws:iot:us-west-1:274488353815:thing/pagps-dev-01",
    "thingId": "22592e85-6650-4e9c-81b0-e6367c2068bd"
}



[bookmark: _Toc165302130]#6B Step (4) – SubStep (2) – Create a Thing – Attach the certificate to the Thing using the following command:
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html 
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DIR: C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts 
EXECUTE: aws iot attach-thing-principal --principal <certificate arn> --thing-name <thing name>

Note:	<certificate arn> is "arn:aws:iot:us-west-1:274488353815:cert/582c3f9cafa73cac9de3217fe074a19835e76799a6486338b6d9739b962d659b"

	<thing name> is "pagps-dev-01"

[image: A screen shot of a computer
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C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts>aws iot attach-thing-principal --principal "arn:aws:iot:us-west-1:274488353815:cert/582c3f9cafa73cac9de3217fe074a19835e76799a6486338b6d9739b962d659b" --thing-name "pagps-dev-01"



[bookmark: _Toc165302131]#6B Step (5) – SubStep (1) – Configuring the library – Obtain the AWS IoT broker endpoint using the following command:
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html 
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DIR: C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts 
EXECUTE: aws iot describe-endpoint --endpoint-type iot:Data-ATS

[image: A computer screen with text on it
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C:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts>aws iot describe-endpoint --endpoint-type iot:Data-ATS
{
    "endpointAddress": "a3803pm3fycy7p-ats.iot.us-west-1.amazonaws.com"
}





[bookmark: _Toc165302132]#6B Step (5) – SubStep (2 to 4) – Configuring the library et the CONFIG_AWS_IOT_BROKER_HOST_NAME
SAME URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/libraries/networking/aws_iot.html 
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Note: The CONFIG_AWS_IOT_BROKER_HOST NAME = "a3803pm3fycy7p-ats.iot.us-west-1.amazonaws.com"
Note: The CONFIG_AWS_IOT_CLIENT_ID_STATIC = "pagps-dev-01",
Note: The CONFIG_MQTT_HELPER_SEC_TAG = 201

Set these values in the AWS_IOT project[image: A screenshot of a computer program
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[bookmark: _Toc165302133]#3 Application description – Configuring the Application
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/applications/asset_tracker_v2/doc/asset_tracker_v2_description.html#atv2-application-configuration
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[bookmark: _Toc165302134]#3 Application description – Configuring the Application – substep (1) Update the overlay….
URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/applications/asset_tracker_v2/doc/asset_tracker_v2_description.html#atv2-application-configuration
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Note: The cloud service selected AWS IoT
Note: The CONFIG_AWS_IOT_BROKER_HOST NAME = "a3803pm3fycy7p-ats.iot.us-west-1.amazonaws.com"
Note: The CONFIG_AWS_IOT_CLIENT_ID_STATIC = "pagps-dev-01",
Note: The CONFIG_MQTT_HELPER_SEC_TAG = 201


The overlay file is overlay-aws.conf located here:
[image: A screenshot of a computer program
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The CONFIG_MQTT_HELPER_SEC_TAG is set to 102
The CONFI_AWS_IOT_BROKER_HOST_NAME = "a3803pm3fycy7p-ats.iot.us-west-1.amazonaws.com"



[bookmark: _Toc165302135]#3 Application description – Configuring the Application – substep (2) Include the overlay..
URL: https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/applications/asset_tracker_v2/doc/asset_tracker_v2_description.html#atv2-application-configuration
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The overlay-aws.conf was added to the build configuration Kconfig fragments
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[bookmark: _Toc165302136]

#7 Cellular AT Client
https://developer.nordicsemi.com/nRF_Connect_SDK/doc/latest/nrf/samples/cellular/at_client/README.html#at-client-sample
source : samples/cellular/at_client 
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[bookmark: _Toc165302137]#8 Cellular AT Client – Testing
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Connect for Desktop.

The board controller firmware version must be v2.0.1 or higher, which enables the pin routing to external flash.

See Board controller for more details.

Overview

The appli
are supported by the application:

tion samples and sends sensor data to a connected cloud service over IP using LTE. Following are the cloud services that

« AWS loT Core

« Azure loT Hub

« nRF Cloud

« LwM2M v1.1 compliant service (for example, AVSystem’s Coiote Device Management, Leshan LwM2M Server). To know more
about the AVSystem integration with nRF Connect SDK, see AVSystem integration.

To run the application on a development kit and connect to a cloud serviceryou must complete the following steps:
1. Setting up the cloud service "’/N‘M -

2. Configuring the application
3. Building and running
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To set up a cloud service to work with the application firmware, complete the steps:

© Important
The application defaults to t d in the connection to the IMEI df the device. This value is printed on the
ing development kit.
n
ide « nRF Cloud - Connecting your device to nRF Cloud. The default configuration of the firmware is to communicate with nRF Cloud

using the factory-provisioned certificates on nRF91 Series DKs and Thingy:91. This means that no additional configuration of the
firmware is needed to connect to nRF Cloud. It is recommended to build and run the firmware on the device before completing
the steps listed in Connecting your device to nRF Cloud. See Building and running.

e needed during the configuration of the
firmware. Make sure to follow the steps documented in the configuration using DPS section to enable Device Provisioning
Service (DPS).

« AVSystem’s LwM2M Coiote Device Management - Server setup. No additional configuration is needed if the server is set up
according to the linked documentation.
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Things in AWS IoT are typically authenticated using device certificates. There are multiple ways to generate and register these
certificates:

« The device key pair and certificate are generated by AWS and downloaded onto the device.
« The device generates the key pair and a Certificate Signing Request (CSR). This request is uploaded to AWS to obtain a device
certificate and is used to generate a self-signed device certificate.

NnRF91: Keys generated on device NRF91: Keys generated by AWS NRF70: Keys generated by AWS

Generating a key p
later is required.

. If you are using an nRF9160 DK, modem version v1.3x or

© Important

ellular: AT Client]

Program thq ample to your device before following this guide.
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Generating a key pair on device requires an nRF91 Series device. If you are using an nRF9160 DK, modem version v1.3x or
later is required.

Program the Cellular: AT Client sample to your device before following this guide.

Complete the following steps to generate a key pair and CSR on the modim, which is then used to obtain a device certfcate

signed by AWS:
1. Obtain a list of installed keys using the following command:

nrferedstore <serial port> list

wWhere <serisl port> s the serial port of your device.
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Program the Cellular: AT Client sample to your device before following this guide.

Complete the following steps to generate a key pair and CSR on the modem, which is then used to obtain a device certificate
signed by AWS:

1. Obtain a list of installed keys using the following command:

nrferedstore <serial port> list

where <seris1 port> is the serial port of your device.

2. Select a security tag that is not yet in use. This security tag must match the value set in tihe coner6_norT_netper_sec_tac

Kconfig option.
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nrferedstore <serial port> list

wWhere <serisl port> s the serial port of your device.
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nrfcredstore <serial port> generate <sec tag> device_cert.csr.der
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nrfcredstore <serial port> generate <sec tag> device_cert.csr.der

wWhere <zerisl port> s the serial port of your device and <sec tag>  is the previously chosen unused security tag.

4. Convert the CSR from DER format to PEM format using the following command:

ding openssl req -inform DER -in device_cert.csr.der -outform PEM -out device_cert.csr.pem
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7. Provision the certificate sing the following command:

nrferedstore <serial port> write <sec tag> CLIENT_CERT device_cert.pem
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7. Provision the certificate sing the following command:
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OCreating a policy

AWS loT Core policies determine which permissions a Thing has and are required to connect to the AWS loT data plane. To create a
» policy, complete these steps:
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1. Create a file policy.json with the following content:

“Version": "2012-10-17",

I services
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Version": "2012-10-17",
“Statement”: [

n €
Effect™: "Allou”

building Action®s “oti*
“Resource
ation
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n guides 1 Iy

“This policy example is only intended for development environments. Make sure to update this to a more restrictive policy
before you go into production. For more information, refer to the example policies listed in AWS IoT Core policy examples
and Security best practices in AWS IoT Core.

2. Create the policy using the following command:

s and services

o R aus iot create-policy --policy-name my-policy --policy-document file://policy.json
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Where <certificate arn> is the ARN of the previously generated device certificate.
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Create a Thing in AWS loT core by completing the following steps:

1. Create a Thing using the following command:

aus iot create-thing --thing-name <thing name>

where <tning nane> is the desired name for the Thing, for example, y-thine .
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°Creating a Thing

Create a Thing in AWS loT core by completing the following steps:

1. Create a Thing using the following command:

aus iot create-thing --thing-name <thing name>

where <thing name>_is the desired name for the Thing, for example, ny-thine .

ttach the certificate to the T/

aus iot attach-thing-principal --principal <certificate arn> --thing-name <thing name>

wWhere <certificate s> is the ARN of the previously generated device certificate and  <tning nare>  is the previously chosen

name of the Thing.

[«
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:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts>aus iot create-thing --thing-name pagps-dev-01
“thingName”: "pagps-dev-1",

"thingArn”: “arn:aws:iot:us-west-1:274488353815: thing/pagps-dev-61",
"thingId": "2259285-6650-4e9C-81b6-e6367C2068bd"
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:\Users\cjh39\AppData\Local \Programs\Python\Python310\Scripts>aus iot attach-thing-principal
353815 : cert/582C3f9cafa73cacode3217fe074a19835e7679926486338b6d9739b962d659b™

thing-name "pagps-dev-01”

:\Users\cjh39\AppData\Local\Programs\Python\Python310\Scripts>

principal 'arn:aws:iot:uswestl:z7w|
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oo 2. Attach the certificate to the Thing using the following command:
N aus fot attach-thing-principal --principal <certificate arn> --thing-name <thing name>
on wWhere <certificate arn> is the ARN of the previously generated device certificate and  <tning nare>  is the previously chosen
name of the Thing.
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Complete the following steps to set the required library options:

tain the AWS loT broker endpoii

aus iot describe-endpoint --endpoint-type iot:Data-ATS

[«
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C:\Users\cjh39\AppData\Local \Programs\Python\Python310\scriptssaus iot describe-endpoint
{

endpoint-type iot:Data-ATS

"endpointAddress”: "a38e3pm3fycy7p-ats.iot.us-west-1.amazonaws.con”
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\Users\cjh39\AppData\Local\Programs\Python\Python316\Scripts>,
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wWhere <certificate arn> is the ARN of the previously generated device certificate and  <tning nare>  is the previously chosen

name of the Thing.

eConﬁguring the library

Complete the following steps to set the required library options:

1. Obt:

the AWS IoT broker endpoint using the following command: B

aus iot describe-endpoint --endpoint-type iot:Data-ATS

2.Set the cowFIG_ans_10T_srokeR_osT_nane | Kconfig option to the obtained endpoint value. For information on how to set this

value at runtime, refer to Setting the AWS host name at runtime.

3.Set the conrI6_aws_or_cLIenT_o_sTaTIc Kconfig option to the name of the Thing created earlier. For information on how to sef

this value at runtime, refer to Setting client ID at run-time.
4.Set the CONFIG_MQIT_HELPER_SEC_TAG  to the security tag for which the key and certificate were provisioned earlier.

[«
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static void shadow_update work_fn(struct k_work *work)
LOG_INF("Publishing message: %s to AWS IoT shadou”, message);

err = aws_iot_send(&tx_data);
if (err) {
L0G_ERR("aws_iot_send, error: %d”, err);
FATAL_ERROR()
return;

(void)k_work_reschedule(&shadow_update_work,
K_SECONDS(CONFTG_AWS_TOT_SAMPLE_PUBLICATION_INTERVAL_SECONDS));

static void connect_work_fn(struct k_work *work)
{
int err;
const struct aws_iot_config config = {
-host_name="a3803pm3fycy7p-ats. iot.us-west-1.amazonaus . Con",
1/.client_id = h_id,
-client_id="pagps-dev-01" -

LOG_INF

err = aws_iot_connect (&config);
if (err == -EAGAIN) {
LOG_INF("Connection attempt timed out,
"Next connection retry in %d seconds”,
CONFIG_AWS_IOT_SAMPLE_CONNECTION_RETRY_TIMEOUT_SECONDS);

"Connecting to AWS ToT");

(void)k_work_reschedule(&connect_work,
K_SECONDS (CONFIG_AWS_TOT_SAMPLE_CONNECTION_RETRY_TIMEOUT_SECONDS));
} else if (err) {
LOG_ERR("aws_iot_connect, error: %d", err);
FATAL_ERROR();
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- Overview
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* nRF Cloud
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) 3. Building and running
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To configure the firmware to connect to a specific cloud service, complete the following steps:
. Update the overlay configuration file that corresponds to the selected cloud service with the Kconfig option values that were
extracted during the Setting up the cloud service step. The name of the overlay file must reflect the cloud service that has
I3 been chosen. For example, the file name is| for AWS loT. Cloud-specific mandatory Kconfig options lists the
n mandatory options that are specific to each cloud service. The overlay files are located in the root folder of the application,
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> child image z
> configuration 7 CONFIG_Aus_TOT=y
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To configure the firmware to connect to a specific cloud service, complete the following steps:

1. Update the overlay configuration file that corresponds to the selected cloud service with the Kconfig option values that were
extracted during the Setting up the cloud service step. The name of the overlay file must reflect the cloud service that has
ng been chosen. For example, the file name is over1ay-aus.con for AWS loT. Cloud-specific mandatory Kconfig options lists the

d mandatory options that are specific to each cloud service. The overlay files are located in the root folder of the application,

ides under applications/asset_tracker_v2/ .
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[81/83] Linking C executable zephyr\zephyr.elf

femory region Used Size Region Size Xage Used
FLASH: 63502 8 992 KB 6.26%

RA: 32168 2116088 15.76%

O7_LIST: oG 28 e.00%

[82/83] Generating zephyr/tfm_nonsecure.hex
[83/83] Generating zephyr/merged. hex
F Terminal will be reused by tasks, press any key to close it.
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Connect SDK.

After programming the sample to your development kit, test it by performing the following steps:

= 1. Press the reset button on the nRF91 Series DK to reboot the kit and start the AT Client sample.
"2, Connect to the nRF91 Series DK with nRF Connect Serial Terminal.
3. Run the following commands from the Serial Terminal:

a. Enter the command: AT+CFUN?.

This command reads the current functional mode of the modem and triggers the command AT+CFUN=1 which sets
the functional mode of the modem to normal.

b. Enter the command: AT%XOPERID.
‘This command returns the network operator ID.
c. Enter the command: AT%XMONITOR.
‘This command returns the modem parameters.
d. Enter the commzn@ AT%XTEMP?.
‘This command displays the current modem temperature.
e. Enter the command: AT%CMNG=1.

‘This command displays a lst of all certificates that are stored on your device. If you add the device to nRF Cloud, a
CA certificate, a client certificate, and a private key with security tag 16842753 (which is the security tag for nRF
Cloud credentials) are displayed.
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After programming the sample to your development kit, test it by performing the following steps

"ORECt 0 The =icy
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L) 3. Run the following commands from the Serial Terminal:
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'NRF CONNECT

~ WELCOME

Terminal

Manage toolchains v26.0 (user settings)

@ Manage west workspace 1260
+ Open an existing application
Create a new application

1] Create a new board

£ Browse samples

 APPLICATIONS
~ [ asset tracker.v2 2)

~ &1 build_1 nRF9151 DK NRF9151 Non Secure

83 meuboot nRF9151 DK NRFI151
7 51 image nRF9151 DK NRFO151
Trusted Firmware-M 12.00
©3 b0 nRFY151 DK NRFO1S1
~+ Add build configuration

~ [ at.dient (1)

> &3 build wx nRF151 DK NRFI151 Non Secure

+ Add build configuration
~ B aws ot (1)

> B3 build nRFI151 DK NRF9151 Non Secur

+ Add build configuration
~ B shell ()
> B3 build nRFI151 DK NRFSTST Nor
v ATCLENT  bui uox
> B3 Source files
> £ Config fils
> B3 Output files

8% nRF Kconfig GUI
d Memory report

Help

« > L

fpp € iWire EEPROMMpp € isrcpp

at client > € pri.cont >

#
# Copyright (c) 2019 Nordic Semiconductor ASA

#

# SPDX-License-Tdentifier: LicenseRef-Nordic-5-Clause
#

# General config
CONFIG_ASSERT=y

PR NI IO

# Network

10 CONFIG_NETHORKING=y
11 CONFIG_NET_NATIVE=n
12 CONFIG_NET_SOCKET:
13 CONFIG_NET_SOCKETS_OFFLOAD=y

14 CONFIG_NET_SOCKETS_POSIX_NAMES-y
15

16 # Modem library

17 CONFIG_NRF_MODEM_LTB=y

18

19 # AT host library

20 CONFIG_AT_HOST_LIBRARY=Y

21 CONFIG_UART_INTERRUPT_DRIVEN=y
2

23 # Stacks and heaps

24 CONFIG_MAIN_STACK_STZE-3672

25 CONFIG_HEAP_MEM_POOL_SIZE-16384
26 CONFIG_AT_MONITOR HEAP_STZE=512
27

28

prosicvs @ OUTUT  DESUGCONSOLE  TERMINAL PORTS  NRFDES

interface/src/tfn_crypto_api.c.obj

[73/83] Linking C static library modules\nrf\1ib\nrf_modem 1ib\13
a

[74/83] Linking C static library zephyr\drivers\entropy\libdriver
[75/83] Linking C static library zephyr\libzephyr.a

176/831 Linkine C static librarv modules\trusted-firmeare-m\1ibtf
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Asset Tracker v2 -

The Asset Tracker v2 is a real-time configurable ultra-low power capable application firmware for the nRF91 Series System in Package
(SiP).

See the subpages for detailed documentation on the application and its modules:

Subpages: / CLICKHERE
Application description

Application behavior and functionality
Firmware architecture

Using the carrier library

Yyvyy

Application modules
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