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Today's host

Bjorn Kvaale

= Master of Science degree in Engineering
Cybernetics & Robotics from the Norwegian
University of Science & Technology

= Two years of experience working in the tech
support group at Nordic

= Focusing on SW related support cases, with a major

Product Marketing focus on Bluetooth mesh & the nRF91 Series.

Engineer
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This webinar

= Duration: 45 mins

= Questions are encouraged!
Please type your guestion in the
Questions tab on the right sidebar.

= All questions are anonymously posted.

= We will do our best to answer all
guestions at the end of the webinar

= We will share a Q&A after the webinar
with updated answers if necessary

Info Speakers Questions

Ask a question

Type your question here...
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Content

What is nRF Connect SDK

= RTOS Intro

= Setting Up & Configuring nRF
Connect SDK

= Qverview of what is included in
NRF Connect Platform
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What i1s nRF Connect SDK?

Software development kit for the
NRF9160

Integrates the Zephyr RTOS
Publicly hosted on GitHub

version control management with Git

Free SEGGER Embedded Studio
support

Support for Desktop & Cloud apps

Nordic Application Frameworks
& Reference Designs

Zephyr kernel & System
middleware
Memory mng.
IP protocols CoAP, DFU
HTTP, MQTT, LWM2M File systems

Nordic Low Layer FW
Root of Trust bootloader & secure

domain arch.

MAC layers: BSD, Bluetooth LE, 802.15.4,
Zigbee,Thread

Drivers inc. NFC, Crypto, SPI, UART, USB
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Software architecture

NRF Connect SDK = Complete and easy to use solution

= Connectivity and application

Application Processor software

= Support for OTA Modem and
Application updates

User Application

Application Layer IP Stack
(CoAP, MQTT, HTTP, LWM2M)

— = Reference design with multiple

Sensors

IPv4/IPv6e TCP/UDP TLS/DTLS

= Support for “thin modem”

LTE L2/L3 Stack

operation

Modem Baseband
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What is an RTOS?

= Real Time Operating System

Goal is to ensure
predictable/deterministic execution
pattern

Embedded systems often have strict
timing requirements
Scheduler decides which task to

execute at which time

Achievable by setting a priority for
each execution thread

Device I/O
Management

Timer
Management

Kernel

Syncronization &
Communication
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Why use an open source RTOS?

Trend towards open RTOS for MCUs in 0T ‘
X y N
= Greater number of open standards in applications m Zephyr " Project
= Vendor implementations not necessarily better, just (P
different \ ' OT

= Free use & distribution
D mynewt
= The price is right Contiki
= Security & stability for loT devices
= Proven success: open review, open information sharing ARM mbed
= 3rd-party expertise develop around open source
ZRTOS
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Why the Zephyr RTOS?

Zephyr designed & built for low power wireless
Zephyr is independent - ‘

. . . >
Linux Foundation Project

«
Zephyr"Project
Zephyr is scalable
Very small configurations for memory constrained devices (< 8 kB)
Powerful, feature-rich, configurations for large memory,
high-processing power devices
Zephyr includes popular IP standards

Nordic can focus on other important features
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Zephyr Project Members

= Nordic a member & contributor since 2016 Platinum Members
(intel) 2 xezoc N
= We will continue to work with Zephyr

= ->ensure best in class features & performance oﬁcon

PEOPLE FIRST

Silver Members
A2
o)

.g&)antmlcro _BOSE |.|mno.orgfﬁ‘ C/0)

.HI._I_QQEQ @ SiFive SYNOPSYS' m*ﬁgf%xasms
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Getting and using NRE Connect SDK

Hosted on GitHub, supported by git version O
control & west » git

= West is a command line tool for programming G. H b
& flashing, provides multiple repository It Ll
management support

= All code pre-integrated in one SDK J
Can fork nRF Connect SDK code & contribute to the SDK

Allows syncing of nNRF Connect SDK code for use in

private repos

Setup the toolchain & download the SDK version using nRF
Connect for Desktop “Getting Started Assistant” app

13
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Getting and using NRE Connect SDK

= nRF Connect for
Install the toalchain Variables

Complete the toinstall the o y package manager. .|  ® chocolateynatall D e S kt O
C:\ProgranData\chocolatey
For more information, see Instafing on Windows in the nRF Connect SOK documentation
38 Download SEGGER Embedded Studio ukemEnb_p
o+ \gnuarmesb
6 Set up a project in SEGGER Embedded Install Chocolatey by following the installation instructions on the Chocolatey website. - .
Studio ® scurcecede_zsos
ODEN 8 GOMMANG PromMp cns.ex¢) 35 Adnnletrator To do 5o, lck the Windows start symbl, R — e t t | g t a r t e
enter cma . exe in the search field, then right-click the result and choose Run as Administrator.
Optional: Disable global confirmation to avold having to add the - flag to all chocolatey "c:’u"j

commands. To do 5o, enter the following command.

Assistant app

ehoeo feature enable -n allowdlobalConfirmation

Open a command prompt (<. =xc) as Adminis by entering 9
command:

= Platform dependent

choca install -y cmake --Installargs "AD_CTWKE_TO_PATHSystem’
Ingtall Git by entering the following command: g U I d e S

choca dnstall git

. = Windows, macOS,
weg [=]=] -]

16:1510.818 ol folder. €2 ' -

Linux
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Getting and using NRE Connect SDK

Configure, build & debug with Segger Embedded Studio
= Select which SDK features to auto-include

= Add your code

= Add configurations for your product PCB

Four main repositories:

= NnRF Connect SDK

= nrixlib, Zephyr, MCUboot

= Fork nRF repo into own branch
= Update nRF repo using git

= Update project repos using west

r

Embedded
Studio

nRF Connect SDK

nrixlib

Zephyr

MCUboot

15
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Getting and using NRE Connect SDK

Tools

£} options...

Window Help

License Manager...

Package Manager...
[ Show Installed Packages

Manually Install Packages...

?‘S Mew File Comparison

Mew Binary File Comparison
Browser
Terminal Emulator

Admin

Alt=,

Ctrl=K, F

@ at_client - SEGGER Embedded Studio for ARM (Nerdic Edition) ¥

File Edit View Search  Navigate Project

Build

(64-bit)
Debug  Target Tools  Window  Help

&* SEGGER Embedded Studio for ARM V4.20a - Options

Environment Options

4 W Directories
Environment

* Zephyr Base
Languages
4 H  Executables

Option Value
Building

4 W CMake
Debug * Additional CMake Options None

© GNU ARM Embedded Toolchain Directary| C:/Program Files (x86)/GNU Tools ARM Embedded,7_2018-q2-update

Source Control o CMake Executable None
o DIC Executable None
* HNinja Executable None
Text Editar « Python Executable None
Windows 4 W Logging
o Maximum Log Lines 1,000
NRF Connect
Keyboard

:/MordicSemi/nRF_Connect_SDK/ncs/zephyr

(No Property)
Color Schemes

Open Segger
Embedded Studio

Set GNU ARM
Embedded
Toolchain
directory

Use v/-2018-g2!

Set Zephyr Base
repository

16
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Getting and using NRE Connect SDK

> at_client - SEGGER Embedded Studio for ARM (Nordic Ed | @ seGGER Embedded Studio
File Edit  View search Navigate Project i

= Setting up the

B New..
17 new Blank File Ctrl+K, Ctrl<N c ’ nRF Connect Options
& Open. Ctrl+0
51 Open File Fram Solution... Alt+Shift-0 t t k

Open Studio Folder... 3 a S S e ra C e r
X Close Ctri~F4 R

CMakelists.txt b .

tﬂ“ T Curi=shift=tl C:/NordicSemi/nRF_Connect_SDK/ncs/nrf/samples/nrf9160/at_client/CMakeLists. txt - exa p | e | n n R I:
@ Opensolution... Ctri=shift+0
_‘  raject, R i Board Directory L

mport Project.. )
& Close Solution C:/NordicSemi/nRF_Connect_SDK/ncs/zephyr/boards/arm/nrf9160_pca10090 - C O n n e Ct S D K
EH save Ctrl+5 Board Name ,

Save As. Ctri+K, A ? .

rrs160_pea1003 4 = Using the v1.0.0 tag
B4 Ssave And Close Ctrl+K, D
@ savesn Ctrl+Shift+S . Build Directory

Source Control » C:/NordicSemi/nRF_Connect_SDK/ncs/nrf/samples/nrf9160/at_client/build_nrf9160_pca10090ns - U

| T -

[ Page Setup... Cirl+K, Shift+P S e e n O m S e C u re
[& Print Preview... Ctrl+K, Ctrl<P O Clean Build Directory
g board name for

Recent Files 3

Recent Projedts » oK Cancel
_ application
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Getting and using NRE Connect SDK

Pl s Mkl olor £+ - = Start with a tagged release to

O NordicPlayground / fw-nrfconnect-nrf @ uUnwatch» | 52 star | 68 | YFork | 198 e n S u re h I g h e r q U a | |ty

<> Code Pull requests 36 Wiki Securi ity Insights

assurance

= https:/github.com/NordicPlay
[Z;ffl; ] ground/fw-nrfconnect-

v1.:)n.(:u-r::4 v N I’]C/ta gs

[C] o 74czs1a (Dzip [Dtargz

v - = Additional documentation

e - = https:/developer.nordicsemi.c
VOL1.0.0-rc1 I erified Om/nRF_COﬂneCt_SDK/dOC/|
atest/nrf/getting_started.html
(@onmay 10 o fs25182 [Dzp [Dtargz
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Project Configuration

Current SES release: v4.20a

= Project configuration is controlled through Kconfig and DTS

= To configure project:
Project -> ‘Configure nRF Connect SDK Project’” (menuconfig)

= To configure Device Tree:
Project -> ‘Edit Device Tree’

19
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Configuring an NnRF Connect SDK project

Project Build Debug

FUHDED B

o e

& £

Ae]
<>

Options...

Add New File...

Add Existing File...
Add Mew Project...
Add Existing Project...

MNew Folder...

Set Active Project
Build Configurations...

Dependencies...
VS

Beload asset_tracker

Open Solution in Editor

Tools Window

Alt=+Return

Ctrl+=N
Ctrl+F, A

Ctrl+5hift=D

Ctrl<P, O

Edit Device Tree...

- =

&> SEGGER Embedded Studio

Select the target to configure:

menucaonfig

mecuboot_menuconfig

spm_menuconfig

20
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Configuring an NnRF Connect SDK project

Build Debug Target Tools  Window

Options... Alt+Return
Add Mew File... Ctrl+=N
Add Existing File... Ctri=P, A

Add Mew Project...

FUHDED B

Add Existing Project... Ctrl+5Shift+D
MNew Folder...
Set Active Project 3
% Build Configurations...
'C: Dependencies...
VS »

13} Reload asset_tracker
<[» Open Solution in Editor Ctri=P, O

Edit Device Tree...

c‘\) Configure nRF Connect SDK Project

Application sample

- Application sample Search field
[ Enable button sensor <CLOUD_BUTTON >
W Enable button sensor <CLOUD _BUTTON_INPUT=> 1
[ Enable power optimization <POWER_OPTIMIZATION ENABLE=
] Enable AT commands <USE_AT_HDST%

= GPS device «USE_AT_HOST> Enable the AT host library so that AT commands can be sent to and
® Use GPS simulator <GPS _USE SIM| received from a serial terminal.
O User prDVidEd GPS device <GPS_UJ[LC:_fLiserTs;‘in'a\l‘t;fEelectop;‘nRFQUNCS_FRESH.’n(smrffappli(ationsfasset_tracker!Kconfig:M]
= Accelerometer device
B Button or switch number to simulate flip <FLIP INPUT= 3
[ Use polling to detect flip <FLIP_POLL>
[ Accelerometer inverted <ACCEL_INVERTED >
[ Calibrate accelerometer <ACCEL CALIBRATE>
B Number of readings per measurement <ACCEL_ITERATIONS> 1

“ nRF Cloud user association

@ Temperature measurement device

W Button or switch to trigger 'data ready' event <TEMP_SIM_BUTTON> 3

B Minimum time [s] between RSRP subscription messages <HOLD_TIME_RSREP> 60

# Zanhur Karnal

[ Show Names []Show Symbols

[ Show Al Load Save As Configure Cancel
ow
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Configuring an NnRF Connect SDK project

Build Debug Target Tools  Window

Options... Alt=Return
12 Add New File... Ctrl=H " Edit Device Tree Properties
@ Add Existing File... Ctrl=P, A
%7 Add New Project... [Searc ropertc | O show Overlayed Properties
£ Add Existing Project... Ctrl+Shift+D name valve ~
Bb Mew Folder... > {+flash_controller flash-controller@39000
- - {}ade adc@e000
{7} dppic dppic@17000
Set Active Project 3 a4 {}uarto uart@8000
! = compatible “nordic,nrf-uarte”
, %, Build Configurations... reg < 0x8000 0x1000 >
interrupts < OB Ox01 >
| =° Dependencies... status ok’
! label “UART 0"
1 current-speed < 0x1¢200 >
| VLS D tx-pin <xld >
I r-pin <Oxics
13} Reload asset_tracker 251’"_“ < z} b>
5-pin < ax>
<[> Open Solution in Editor Ctrl+=P, O 4 H uart1 uart@sooe
1 3 uart2 uart@a0o0
b {Tuart3 uart@b0o0
% Configure nRF Connect SDK Project... b {}ized i2c@8000
o {hizel i2c@9000
o EDeeTee. > e g
i o {lize3 i2c@b000
b L} spio spi@3000
1 {Fspin spi@9000
[ {_:} spi2 spi@ali0 v
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] nRF Connect family

NRF Connect SDK

Examples
Application protocols
RTOS
Libraries

Hardware drivers

F

NRF Connect for Desktop

Getting Started Assistant
Programmer

LTE Link Monitor

Trace Collector

NRF Connect for Cloud

Examples

Device management

SIM management

24
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NREF Connect SDK

= Asset tracker

= LTE sensor gateway

= AT client

= Simple MQTT

= NRF CoAP Client

= LwM2M Client

= HTTP Application Update
= AWS FOTA sample

= Secure Services Sample

= Secure Partition Manager (SPM)

NRF Connect SDK

Examples

Application protocols

RTOS

Libraries

Hardware drivers

25
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NRE9160: Secure Partition Manager

Cortex-M33 Application MCU

= Configures SPU & then jumps to application

= SPU: system protection unit
. NO DFU Secure boot Secure

= Secure: CPU thinks the executed code is secure
= Arm CryptoCell

Application

= Not restricted

Non-secure

= Non-secure: CPU thinks the executed code is

BSD socket

NOT secure
= Restricted

= Modem only works in this mode LTE moderm

26
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NRE9160: Secure Partition Manager

= SPM sets security of all user peripherals & static void spn confi perighersla(ioic)

struct periph_cfg {
#ifndef CONFIG_SPM_BOOT_SILENTLY

GPIOs to non-secure

ug_t id;
u8_t nonsecure;

1

™ Pe rl p h era | s N eed to be non-secure in o rd er /* - All user peripherals are allocated to the Non-Secure domain.
* - All GPIOs are allocated to the Neon-Secure domain.
s
static const struct periph_cfg periph[] = {
H H PERTPH("NRF_P@", NRF_PB, CONFIG_SPM_NRF_P@_NS),
fo r a p p | | Ca t | O n to U S e th e I N PERTPH("NRF_CLOCK", NRF_CLOCK, CONFTG_SPM_NRF_CLOCK_NS),
PERIPH("NRF_RTC1", NRF_RTC1, CONFIG _SPM _NRF_RTC1_NS),
PERTPH("NRF_NVIC", NRF_NVMC, CONFTG_SPM_NRF_NVMC_NS),
PERIPH( "NRF_UARTE1", NRF_UARTE1, CONFIG_SPM_NRF_UARTE1_NS),

PERIPH("NRF_UARTE2", NRF_UARTE2, CONFIG_SPM_NRF_UARTE2_NS),
=  Application runs in non-secure domain e e

* so address them using nrfx macros directly.

*/

PERIPH( "NRF_IPC", NRF_IPC_S, CONFIG_SPM_NRF_IPC_NS),

PERIPH("NRF_VMC", NRF_VMC_S, CONFIG_SPM_NRF_VMC_NS),

PERIPH( "NRF_FPU", NRF_FPU_S, CONFIG_SPM_NRF_FPU_NS),

PERIPH( "NRF_EGU1", NRF_EGU1_S, CONFIG_SPM_NRF_EGU1_NS),

PERIPH("NRF_EGU2", NRF_EGU2_S, CONFIG_SPM_NRF_EGU2_NS),

PERIPH( "NRF_TWIM2", NRF_TWIMZ_S, CONFIG_SPM_NRF_TWIM2_NS),

PERIPH("NRF_SPIM3", NRF_SPIM3_S, CONFIG_SPM_NRF_SPIM3_NS),

PERIPH("NRF_TIMER@", NRF_TIMER@_S, CONFIG_SPM_NRF_TIMERE_NS),

PERIPH( "NRF_TIMER1", NRF_TIMERL_S, CONFIG_SPM_NRF_TIMERL_NS),

PERIPH("NRF_TIMER2", NRF_TIMER2_S, CONFIG_SPM_NRF_TIMER2_NS),

PERIPH( "NRF_SAADC", NRF_SAADC S, CONFIG_SPM_NRF_SAADC_NS),

PERIPH("NRF_GPIOTEL", NRF_GPIOTEL Ns,
CONFIG_SPM_NRF_GPIOTEL_NS),

3]
PRINT("Peripheral\t\tDomain\t\tStatus\n");

if (IS_ENABLED(CONFIG_SPM_NRF_P@ NS)) {
/* Configure GPIO pins to be Non-Secure */
NRF_SPU->GPIOPORT[@].PERM =

}

for (size_t i = 0; i < ARRAY_SIZE(periph); it+) {
int err;

27
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NRFI160: Asset Tracker

= Sends real GPS coordinates, accelerometer, temperature, humidity & air pressure
data to nRF Connect for Cloud

= Source code for connecting to server

Thingy:91 LTE/TCP/IP, TCP/IP TCP/IP
: — ——
(MQTT Client)
? base station nRF Connect for Cloud

o e e e e e

MQTT

28
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NREF Connect SDK

Application protocols

- MQTT NRF Connect SDK
= COAP

- HTTP

» MCUboot secure bootloader

Hardware drivers are available through nrfxlib

= DPPI, GPIO, GPIOTE, 125, PDM, SAADC, TIMER,
UARTE, WDT, etc

32
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NRF Connect for Cloud

= Examples

= Asset tracker - displays GPS
coordinates on map and switch state

= | TE sensor gateway - displays sensor
data

= NRFI160 DK management

= SIM card activation

35
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