DIRECT TEST MODE

This part of the specification describes
the Direct Test Mode for RF PHY
testing of Bluetooth low energy
devices.
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Direct Test Mode

1 INTRODUCTION

Direct Test Mode is used to control the Device Under Test (DUT) and provides
a report back to the Tester.

Direct Test Mode shall be set up using one of two alternate methods:

1.  over HCI (as defined in Section 2) or
2. through a 2-wire UART interface (as defined in Section 3)

Each DUT shall implement one of the two Direct Test Mode methods in order to
test the Low Energy PHY layer. Figure 1.1 illustrates the alternatives for Direct
Test Mode setup.

DUT (Accessible Host Controller Interface) DUT (Non - Accessible Host Controller Interface)
LE PHY HCl
& — LE PHY, LL, HOST, Application

LL

2-Wire UART
HCI Upper Test Interface Upper
Tester Tester

Figure 1.1: Setup alternatives for LE Direct Test Mode: Designs with accessible HCI (left) and
designs without accessible HCI (right)

Figure 1.2 illustrates the Bluetooth LE Direct Test Mode setup principle using a
2-wire UART interface.

DUT Upper Tester
RXD = TXD

TXD > RXD

RF (2.4GHz)
> Lower Tester

Figure 1.2: RF PHY test setup for Direct Test Mode (UART control)
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2 LOW ENERGY TEST SCENARIOS

2.1 TEST SEQUENCES

These sequences are used as routines and used to control an LE DUT with an
accessible HCI or a 2-wire UART interface for RF testing.

The following mapping shall be performed from the RF testing commands to
HCI commands and events or 2-wire UART commands and events:

2-wire UART
RF Test Command / Event HCI Command / Event Command / Event
LE_TRANSMITTER_TEST LE Transmitter Test command or | LE Transmitter Test
LE Enhanced Transmitter Test
command
LE_RECEIVER_TEST LE Receiver Test command or LE Receiver Test
LE Enhanced Receiver Test
command
LE_TEST_END LE Test End command LE Test End
LE_STATUS Command Complete event LE Test Status
LE_PACKET_REPORT Command Complete event LE Packet Report

Table 2.1: Mapping table of HCI / 2-wire Commands/Events

The HCI commands and events used in Direct Test Mode are defined in [Vol 2]
Part E, Section 7.8.

Low Energy Test Scenarios 06 December 2016
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2.2 MESSAGE SEQUENCE CHARTS

€3 Bluetooth

Transmitter Test
Lower Tester DUT Upper Tester
< LE_TRANSMITTER_TEST
LE_STATUS o
Ll
. LE Test Packet
l
. LE Test Packet
-
L LE Test Packet
-
. LE Test Packet
|
. LE_TEST_END
-
LE_PACKET_REPORT o
Ll
Figure 2.1: Transmitter Test MSC
Receiver Test
Lower Tester DUT Upper Tester
L LE_RECEIVER_TEST
|
LE_STATUS o
»
LE Test Packet g
Ll
LE Test Packet g
Ll
LE Test Packet o
Ll
LE Test Packet o
»
. LE_TEST_END
|
LE_PACKET_REPORT g
»

Figure 2.2: Receiver Test MSC

Low Energy Test Scenarios
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3 UART TEST INTERFACE

3.1 UART INTERFACE CHARACTERISTICS
The UART interface characteristics shall be set to use the following
parameters:

* Baud rate: One of the following shall be supported by the DUT:
1200, 2400, 9600, 14400, 19200, 38400, 57600, 115200

* Number of data bits: 8

* No parity

* 1 stop bit

* No flow control (RTS or CTS)

3.2 UART FUNCTIONAL DESCRIPTION

The Upper Tester shall always initiate any a test scenario using the UART
interface. The DUT shall respond to the commands from the Upper Tester.

The Upper Tester sends test commands to the DUT. The DUT shall respond
with a test status event or packet report event.

The Upper Tester shall not transmit further commands before it receives a
response from the DUT. If the Upper Tester does not receive a response from
the DUT within the time trymeouT, the Upper Tester shall transmit a reset
command (i.e., a test setup command with the control argument set to 0x00) to
the DUT and display an appropriate error message. For the reset command,

tresponse and tryeout do not apply.

On reception of a reset command, the DUT shall reset all parameters to their
default state.

Definitions

* All Commands and Events consist of 16 bits (2 bytes).

* The most significant bit is bit number 15.

» The least significant bit is bit number 0.

* The most significant byte is from bit 15 to 8.

* The least significant byte is from bit 7 to 0.

+ Commands and Events are sent most significant byte (MSB) first, followed
by the least significant byte (LSB).

UART Test Interface 06 December 2016
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3.3 COMMANDS AND EVENTS

3.3.1 Command and Event Behavior

Table 3.1 outlines the set of commands which can be received by the DUT and
the corresponding response events that can be transmitted by the DUT.

Command (DUT RXD) Event (DUT TXD)

LE_Test_Setup LE_Test_Status SUCCESS
LE_Test_Status FAIL

LE_Receiver_Test LE_Test_Status SUCCESS
LE_Test_Status FAIL

LE_Transmitter_Test LE_Test_Status SUCCESS
LE_Test_Status FAIL

LE_Test_End LE_Packet_Report
LE_Test_Status FAIL

Table 3.1: 2-Wire command and event behavior

3.3.2 Commands

Command packet formats are shown in Figure 3.1 and Figure 3.2.

15 MSByte 8 7 LSByte 0

CMD FREQUENCY LENGTH PKT

Figure 3.1: Command message format for Transmitter Test and Receiver Test commands

15 MSByte 8 7 LSByte 0

CMD CONTROL PARAMETER DC

Figure 3.2: Command message format for Test Setup and Test End commands

UART Test Interface 06 December 2016
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CMD (command): Size: 2 Bits

Value b1bg Parameter Description

00 Test Setup

01 Receiver Test

10 Transmitter Test

11 Test End

Test Setup Command.:

Size: 12 Bits

Control Parameter
(6 bits) (6 bits) Description
0x00 0x00 RESET; the upper 2 bits of the data length for any Transmitter
or Receiver commands following are set to 00, the PHY is set
to LE 1M, and the receiver assumes the transmitter has a stan-
dard modulation index
0x01 — Ox3F | Reserved for future use
0x01 0x00 — 0x03 | Set the upper 2 bits of the data length for any Transmitter or
Receiver commands following (to enable a length greater than
0x3F to be used)
0x04 — Ox3F | Reserved for future use
0x02 0x00 Reserved for future use
0x01 PHY setto LE 1M
0x02 PHY set to LE 2M
0x03 PHY set to LE Coded; transmitter is to use S=8 data coding
0x04 PHY set to LE Coded; transmitter is to use S=2 data coding
0x05 — Ox3F | Reserved for future use
0x03 0x00 Receiver assumes transmitter has a standard modulation index
0x01 Receiver assumes transmitter has a stable modulation index
0x02 - Ox3F | Reserved for future use
0x04 0x00\ Read the test case supported features.
The Test Status event will return the state of the test case sup-
ported features as detailed in the Test Status event (Section
3.4.1).
Any other Reserved for future use
value

UART Test Interface
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Control Parameter

(6 bits) (6 bits) Description

0x05 0x00 Read supportedMaxTxOctets (see [Vol 6] Part B, Section 4.5.10)
0x01 Read supportedMaxTxTime (see [Vol 6] Part B, Section 4.5.10)
0x02 Read supportedMaxRxOctets (see [Vol 6] Part B, Section 4.5.10)
0x03 Read supportedMaxRxTime (see [Vol 6] Part B, Section 4.5.10)
Any other Reserved for future use
value

Test End Command:

Size: 12 Bits

Control Parameter

(6 bits) (6 bits) Description

0x00 0x00 Test End Command
0x00 0x01 — Ox3F | Reserved for future use
0x01 — Ox3F | 0x00 — O0x3F | Reserved for future use

Transmit and receive commands:

Frequency: Size: 6 Bits
Value Parameter Description
0x00 - 0x27 The frequency to be used; a value of N represents a frequency of
(2N+2402) MHz (the available range is therefore even MHz values
from 2402 to 2480 inclusive)
0x28 — Ox3F Reserved for future use
Length: Size: 6 Bits
Value Parameter Description
0x00 - Ox3F The lower 6 bits of the packet length in bytes of payload data in each
packet (the top two bits are set by the Test Setup command)

PKT (Packet Type):

Size: 2 Bits

11

Value bqbg Parameter Description
00 PRBS9 Packet Payload
01 11110000 Packet Payload
10 10101010 Packet Payload

On the LE Uncoded PHYs: Vendor Specific
On the LE Coded PHY: 11111111

UART Test Interface
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3.4 EVENTS

There are two types of events sent by the DUT:

1. LE_Test Status Event
2. LE_Packet_Report_Event

The event packet format is shown in Figure 3.3. This packet format is used for
both Test Status Events and Packet Report Events.

15 MSByte 8 7 LSByte 0

EV

Figure 3.3: Event packet format

EV (Event): Size: 1 Bit
Value Parameter Description
0 LE_Test_Status_Event
1 LE_Packet_Report_Event

UART Test Interface 06 December 2016
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3.4.1 LE_Test_Status_Event

The LE_Test_Status_Event packet format is as shown in Figure 3.4.

15 MSByte 8 7 LSByte 0

EV Response Response ST

Figure 3.4: LE Test Status event

ST (status): Size: 1 Bit
Value Parameter Description
0 Success
1 Error
Response’ Size: 14 Bits
Test Setup
command
control
parameter Value bits 1 to 142
0x04 Bit 1 LE Data Packet Length Extension
feature supported
Bit 2 LE 2M PHY supported
Bit 3 Transmitter has a Stable Modulation Index
Bits 4 to 14 Reserved for future use
0x05 Bits 1 to 14 Maximum transmit or receive time divided by 2 or

maximum number of payload octets (depending
on the parameter in the original query) that the
local Controller supports for transmission of

a single Link Layer Data Channel PDU.

Range 0x00A4-0x2148 for times or 0x001B-
0x00FF for number of octets (all other values
reserved for future use).

All other Reserved for future use
values

' I the event has a status of "Error" or was generated in response to a command other
than Test Setup, then this field is Reserved for future use.

2 This field is described as having bits 1 to 14 rather than 0 to 13 to avoid confusion.

UART Test Interface 06 December 2016
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3.4.2 LE_Packet_Report_Event

The LE_Packet_Report_Event packet format is shown in Figure 3.5. The
Packet Count parameter indicates the number of received LE Test Packets.
The Packet Count in the Packet Report ending a transmitter test shall be 0.

15 MSByte 8 7 LSByte 0

EV PACKET COUNT PACKET COUNT

Figure 3.5: LE Packet Report event

PACKET COUNT: Size: 15 Bits
Value Parameter Description
N N is the number of packets received
Range = 0 to 32767.

Note: The DUT is not responsible for any overflow conditions of the packet
counter. That responsibility belongs with the RF PHY Tester or other auxiliary
equipment.

3.5 TIMING - COMMAND AND EVENT

The timing requirements are as shown in Table 3.2.

Symbol Parameter Min. | Max. | Unit
berr Baud rate accuracy 15 %
thviN The time between the first and second byte of the 0 5 ms

command (end of stop bit to start of start bit)

tRESPONSE The time from a DUT receiving a command (end of 0 50 ms
stop bit) until the DUT responds (start of start bit)

trurnarROUND | The time from when the tester receives a response 5 - ms
(end of stop bit) until the tester sends another com-
mand (start of start bit)

triMEOUT The time from when a tester sends a command (end | 51 100 | ms
of stop bit) until the tester times out (not having
received end of the stop bit in the response)

Table 3.2: Parameter requirements table for 2-wire UART interface

UART Test Interface 06 December 2016
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Figure 3.6: Command and event timing on 2-wire UART interface

The commands and events shall be transmitted with two 8-bit bytes with a
maximum time between the 2 transmissions. A timeout is required for no
response or an invalid response from the DUT.
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Figure 3.7: Command and event timing on 2-wire UART interface showing timeout
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4 LE TEST PACKET DEFINITION

41 LE TEST PACKETS FORMAT

The LE Test packet format for the LE Uncoded PHY's shall be as shown in
Figure 4.1. The LE Test packet format for the LE Coded PHY shall be as shown
in Figure 4.2. LE test packets are required for LE RF PHY conformance testing
using Direct Test Mode.

Depending on the test, the packet payload content may vary.

For the LE Uncoded PHYs, the LE test packet consists of the following fields;
preamble (8 bits with the LE 1M PHY or 16 bits with the LE 2M PHY),
synchronization word (32 bits), PDU header (8 bits), PDU length (8 bits),
payload (0-2040 bits) and CRC (24 bits).

- Total packet duration = 44-2120 ps >
Sync word (32b)
Preamble (8b or 16b) PDU header (8b) PDU payload (0-255 bytes; 0-2040b) CRC (24b)
PDU length (8b)
Pt [us]
A A A A A
Sta;1 of Encjl of End of
Start of Packet ~ Start of payload field payload field packet
(first preamble bit) packet
header
field
T T S T e
Figure 4.1: LE Test packet format for the LE Uncoded PHYs
-t Total packet duration = 462-17040 us !
- S=8 coding e S=2 or $=8 coding -
Coding
Preamble Sync Word Indicator TERM1 F(’ssDnt,J ;esaﬁ:)r PDU Payload CR? TER:MZ
(80b, 80 us)  (32b, 256 us) (2b, 16 ps) (3b, 24 ps) PDULength  (N=0-2040b (N*S ps) (24b, 24*S ps) (3b, 3*S pis)
(8b, 8*S pis)
5 B t[us]
A A / A A A
| / | N
| Y ! N !
| Start of payload N\ End of End of
Start of Packet ~ Start of field N PDU field packet
(frst preamble bit) - Syne | PDU Header (8)]PDU Length (8)]
field
Figure 4.2: LE Test packet format for the LE Coded PHY
4.1.1 Whitening
LE test packets shall not use whitening.
LE Test Packet Definition 06 December 2016
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4.1.2 Preamble and Synchronization Word

LE test packets shall have “10010100100000100110111010001110’ (in
transmission order) as the synchronization word. The preamble for all LE test
packets is thus ‘10101010’ (in transmission order) when the device under test
is configured for the LE 1M PHY, “1010101010101010’ (in transmission order)
if the device under test is configured for the LE 2M PHY, and the preamble
described in [Vol 6] Part B, Section 2.1.1 if the device under test is configured
for the LE Coded PHY.

41.3 CRC

The CRC shift register shall be preset with 0x555555 for every LE test packet.

LE Test Packet Definition 06 December 2016
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4.1.4 LE Test Packet PDU

The LE test packet PDU consists of an 8-bit header, an 8-bit length field and a
variable size payload. Its structure is as shown in Figure 4.3.

R -‘

LSB MSB

Figure 4.3: LE Test packet PDU structure

Payload type (4 bits) Payload length in bytes (8 bits)
RFU (4 bits)
0000
LSB PDU header PDU length MSB

Figure 4.4: LE Test packet header and length field structure

The first four bits of the PDU header field indicate the payload content type as
defined in Table 4.1. The length field expresses the payload field length in
bytes.

Note: On the LE Coded PHY, this section defines the PDU contents before
coding.

Payload type

b3bob1bg Payload description

0000b PRBS9 sequence ‘“11111111100000111101..." (in transmission order) as
described in Section 4.1.5

0001b Repeated ‘11110000’ (in transmission order) sequence as described in
Section 4.1.5

0010b Repeated ‘10101010’ (in transmission order) sequence as described in
Section 4.1.5

0011b PRBS15 sequence as described in Section 4.1.5

0100b Repeated ‘11111111’ (in transmission order) sequence

0101b Repeated ‘00000000’ (in transmission order) sequence

0110b Repeated ‘00001111’ (in transmission order) sequence

0111b Repeated ‘01010101’ (in transmission order) sequence

Table 4.1: LE test packet PDU header’s Type field encoding

LE Test Packet Definition 06 December 2016
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Example: For LE test packets with OxOF payload contents (‘“11110000’ in
transmission order) and with an LE test packet payload length of 37 bytes (296
bits), the LE test packet header and length type field will be
‘1000000010100100’ in transmission order.

Direct Test Mode

LE Test Packet Definition 06 December 2016
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4.1.5 LE Test Packet Payload Description

The LE test packet payload content alternatives required for the Bluetooth low
energy RF PHY conformance tests are:

PRBS9:

A 9-bit pseudorandom binary sequence used for wanted signal payload con-
tent. The PRBS9 sequence repeats itself after the (29 -1=511) bit. The PRBS9

sequence may be generated in a nine stage shift register whose 5" and 9t
stage outputs are added in a modulo-two addition stage (see Figure 4.5) and
the result is fed back to the input of the first stage. The sequence begins with
the first ONE of 9 consecutive ONEs (i.e. the shift register is initialized with nine

ONEs).
/-I-L:

—/

Figure 4.5: Linear feedback shift register for generation of the PRBS9 sequence

Y

The same pseudorandom sequence of bits shall be used for each transmission
(i.e. the packet is repeated).

PRBS15:

A 15-bit pseudorandom binary sequence that is used for the interfering signal
and can optionally be used for wanted signal payload content. The PRBS15

sequence repeats itself after the (21° -1 = 32767) bit. The PRBS15 sequence
may be generated in a fifteen stage shift register whose 14th and 15th stage
outputs are added in a modulo-two addition stage (See Figure 4.6) and the
result is fed back to the input of the first stage. The sequence begins with the
first ONE of 15 consecutive ONEs (i.e., the shift register is initialized with fifteen
ONEs).

This PRBS15 definition is consistent with ITU T-REC-01 150-199605-I.
SERIES O: SPECIFICATIONS OF MEASURING EQUIPMENT - Equipment for
the measurement of digital and analogue/digital parameters.

B e

1\

Figure 4.6: Linear feedback shift register for generation of the PRBS15 sequence

The same pseudorandom sequence of bits shall be used for each transmission
(i.e. the packet is repeated).

LE Test Packet Definition 06 December 2016
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10101010:

Repeated sequence of alternating 1’s and 0’s, starting at the first payload bit
and ending at the start of the first bit in the CRC field. This pattern is used to

verify the frequency deviation and the Gaussian filtering properties of the trans-
mitter modulator.

11110000:

Repeated sequence of alternating 0’s and 1’s in groups of four (i.e.
1111000011110000...), starting at the first payload bit and ending at the start of
the first bit in the CRC field. This pattern is used to verify the frequency devia-
tion and the Gaussian filtering properties of the transmitter modulator.

LE Test Packet Definition 06 December 2016
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4.1.6 LE Test Packet Interval

While in LE direct TX mode, LE test packets shall be transmitted from the EUT
with a packet interval I(L) as defined below; see the top half of Figure 4.7 for
reference.

While in LE direct RX mode, the nominal packet interval of the LE test packets
transmitted from the tester is I(L), but the tester packet interval may be
extended to a maximum of T(L) upon change of the dirty transmitter parameter
settings and during verification of the EUT PER reporting functionality. See the
bottom half of Figure 4.7 for reference.

1v + ‘Y Y EUT transmit/tester receive

From EUT

\

From Tester

\/

Tester transmit/EUT receive

Figure 4.7: LE Test packet interval in LE Direct Test Mode

For an LE Test Packet length of L us, I(L) = ceil((L + 249) / 625) * 625 s,
where ceil(x) is the smallest integer greater than or equal to x, and T(L) = max
(I(L) + 10 ms, 12.5 ms).

LE Test Packet Definition 06 December 2016
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Revision History

The Revision History is shown in the [Vol 0] Part C, Appendix.

Contributors

The persons who contributed to this specification are listed in the [Vol 0] Part C,
Appendix.

Web Site

This specification can also be found on the official Bluetooth web site:
https://www.bluetooth.org/en-us/specification/adopted-specifications

Disclaimer and Copyright Notice

Use of this specification is your acknowledgement that you agree to and will comply with the
following notices and disclaimers. You are advised to seek appropriate legal, engineering, and
other professional advice regarding the use, interpretation, and effect of this specification.

Use of Bluetooth specifications by members of Bluetooth SIG is governed by the membership
and other related agreements between Bluetooth SIG and its members, including those
agreements posted on Bluetooth SIG’s website located at www.bluetooth.com. Any use of this
specification by a member that is not in compliance with the applicable membership and other
related agreements is prohibited and, among other things, may result in (i) termination of the
applicable agreements and (ii) liability for infringement of the intellectual property rights of
Bluetooth SIG and its members.

Use of this specification by anyone who is not a member of Bluetooth SIG is prohibited and is
an infringement of the intellectual property rights of Bluetooth SIG and its members. The
furnishing of this specification does not grant any license to any intellectual property of
Bluetooth SIG or its members. THIS SPECIFICATION IS PROVIDED “AS IS” AND
BLUETOOTH SIG, ITS MEMBERS AND THEIR AFFILIATES MAKE NO REPRESENTATIONS
OR WARRANTIES AND DISCLAIM ALL WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING ANY WARRANTIES OF MERCHANTABILITY, TITLE, NON-INFRINGEMENT,
FITNESS FOR ANY PARTICULAR PURPOSE, OR THAT THE CONTENT OF THIS
SPECIFICATION IS FREE OF ERRORS. For the avoidance of doubt, Bluetooth SIG has not
made any search or investigation as to third parties that may claim rights in or to any
specifications or any intellectual property that may be required to implement any specifications
and it disclaims any obligation or duty to do so.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, BLUETOOTH SIG, ITS
MEMBERS AND THEIR AFFILIATES DISCLAIM ALL LIABILITY ARISING OUT OF OR
RELATING TO USE OF THIS SPECIFICATION AND ANY INFORMATION CONTAINED IN
THIS SPECIFICATION, INCLUDING LOST REVENUE, PROFITS, DATA OR PROGRAMS,
OR BUSINESS INTERRUPTION, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL,
INCIDENTAL OR PUNITIVE DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE
THEORY OF LIABILITY, AND EVEN IF BLUETOOTH SIG, ITS MEMBERS OR THEIR
AFFILIATES HAVE BEEN ADVISED OF THE POSSIBILITY OF THE DAMAGES.
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If this specification is a prototyping specification, it is solely for the purpose of developing and
using prototypes to verify the prototyping specifications at Bluetooth SIG sponsored IOP
events. Prototyping Specifications cannot be used to develop products for sale or distribution
and prototypes cannot be qualified for distribution.

Products equipped with Bluetooth wireless technology ("Bluetooth Products") and their
combination, operation, use, implementation, and distribution may be subject to regulatory
controls under the laws and regulations of numerous countries that regulate products that use
wireless non-licensed spectrum. Examples include airline regulations, telecommunications
regulations, technology transfer controls and health and safety regulations. You are solely
responsible for complying with all applicable laws and regulations and for obtaining any and all
required authorizations, permits, or licenses in connection with your use of this specification
and development, manufacture, and distribution of Bluetooth Products. Nothing in this
specification provides any information or assistance in connection with complying with
applicable laws or regulations or obtaining required authorizations, permits, or licenses.

Bluetooth SIG is not required to adopt any specification or portion thereof. If this specification is
not the final version adopted by Bluetooth SIG’s Board of Directors, it may not be adopted. Any
specification adopted by Bluetooth SIG’s Board of Directors may be withdrawn, replaced, or
modified at any time. Bluetooth SIG reserves the right to change or alter final specifications in
accordance with its membership and operating agreements.

Copyright © 1999 - 2016. The Bluetooth word mark and logos are owned by Bluetooth SIG, Inc.
All copyrights in the Bluetooth Specifications themselves are owned by Ericsson AB, Lenovo
(Singapore) Pte. Ltd., Intel Corporation, Microsoft Corporation, Nokia Corporation, Toshiba
Corporation and Apple, Inc. Other third-party brands and names are the property of their
respective owners.
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